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Autonomic Computing Architecture 
for SCADA Cyber Security
Sajid Nazir, Firstco Ltd., London, UK

Shushma Patel, London South Bank University, London, UK

Dilip Patel, London South Bank University, London, UK

ABSTRACT

Autonomiccomputingparadigmisbasedonintelligentcomputingsystemsthatcanautonomouslytake
actionsundergivenconditions.Thesetechnologieshavebeensuccessfullyappliedtomanyproblem
domainsrequiringautonomousoperation.OnesuchareaofnationalinterestisSCADAsystemsthat
monitorcriticalinfrastructuressuchastransportationnetworks,largemanufacturing,businessand
healthfacilities,powergeneration,anddistributionnetworks.TheSCADAsystemshaveevolvedinto
acomplex,highlyconnectedsystemrequiringhighavailability.Ontheotherhand,cyberthreatsto
theseinfrastructureshaveincreasinglybecomemoresophisticated,extensiveandnumerous.This
highlightstheneedfornewermeasuresthatcanproactivelyandautonomouslyreacttoanimpending
threat.ThisarticleproposesaSCADAsystemframeworktoleverageautonomiccomputingelements
inthearchitectureforcopingwiththecurrentchallengesandthreatsofcybersecurity.

KeywoRDS
Autonomic Computing, Cognitive Computing, Critical Infrastructures, Cyber Attacks, Industrial Applications, 
SCADA Security

1. INTRoDUCTIoN

Cognitivecomputing relates to intelligent computingplatforms that arebasedon thedisciplines
ofartificialintelligence,machinelearning,andotherinnovativetechnologies.Thesetechnologies
canbeusedtodesignsystemsthatmimic thehumanbrain to learnabout theirenvironmentand
canautonomouslypredictanimpendinganomaloussituation.IBMfirstusedtheterm‘Autonomic
Computing’in2001tocombattheloomingcomplexitycrisis(GanekandCorbi,2003).Theconcept
hasbeeninspiredbythehumanbiologicalautonomicsystem.Anautonomicsystemisself-healing,
self-regulating,self-optimisingandself-protecting(GanekandCorbi,2003).Therefore,thesystem
shouldbeabletoprotectitselfagainstbothmaliciousattacksandunintendedmistakesbytheoperator.

SupervisoryControlandDataAcquisition(SCADA)systemsareusedtomonitorandcontrol
complexinfrastructuresofnationalimportancesuchastransportationnetworks,powergeneration
andmanufacturingplants.SCADAsystemscanbevisualisedasalayeredarchitecture,asshownin
Figure1.Thefielddevices(sensors,etc.)atthelowestlayerinteractwiththephysicalprocesses.At
layer2,theProgrammableLogicControllers(PLC),andRemoteTerminalUnits(RTUs)aggregate
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datavaluesfromthelowerlayerandcommunicatethecommandsandtheirresponsesthroughthe
communicationsnetworktotheSCADAserverandHumanMachineInterface(HMI).Thegeneration
ofcommandsatthetoplayerandcollectionofresponsesfromthelowestlayerresultsinthemonitoring
andcontrolof theprocess.TheapplicabilityofSCADAsystemshasbecomewidespreaddue to
industrialautomation,costreductionandgrowthinglobaleconomies(Naziretal.,2017).

Traditionally, SCADA systems were developed as closed systems with security being the
overridingfactor,andnoInternetconnectivity.However,toleverageefficiencyandgainacompetitive
advantage,thesystemsareincreasinglybecomingconnectedtotheInternetandcloudtechnologies.
SCADAsystemsecurityvulnerabilitieswerefirsthighlightedbytheStuxnetattack(Karnouskos,
2011).Subsequently,therehasbeenanincreaseinthefrequencyandsophistication,oftheattacks
asevidencedbyConstantin(2014).

Isolation and obscurity as a mechanism for protection is no longer an option for critical
infrastructures(MahoneyandGandhi,2011).Atthesametimesystemsaregettingsocomplexthatit
isdifficulttodevelopeffectivedefencestrategies,asthereisalackofunderstandingofthecomplex
interactionsbetweenthemanysystementities(KhadraouiandFeltus,2015).Digitalforensicsbecomes
difficultduetotheincreasednumbersandcomplexityofthecases(Taveras,2013).Thesystems
complexityandinteractionsgobeyondthecapabilityofsystemdevelopersandintegratorsasaresult
ofinterconnectivity(KephartandChess,2003).Thus,increasinglythereisalackofunderstanding
oftheholisticsystem,whichmakesitverydifficulttotuneasystemandtomakedecisionsincase
ofchangedrequirements.Thishasledtoarealizationthatconventionalandinflexibletechniques
willnothelp.Whatisneededisanewwayoflookingattheproblemofcybersecuritythatisrobust,
manageableandself-realisingwithaminimumrequirementtomonitorsystemstomakedecisions.
Whatisproposedisanentirelynewwayofthinkingabouttheproblemwherethesystemitselfis
intelligentandhelps tomaintainandextenditsbehaviour,with theuseofautonomiccomputing
(KephartandChess,2003).

Figure 1. Layered architecture of a SCADA system
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The basic principles of autonomic computing are highly relevant for the protection of the
increasingly complex SCADA system because: (1) the boundaries between physical and virtual
systemshavebeenblurredthroughvirtualisation.Itispossibletohostaclusterofmachinesinavirtual
environment;(2)evenwithhardwaretherearesufficientadvancesinotherdomainswithself-healing
materials;(3)advancesinmachinelearning,artificialintelligenceandtheknowledgebaseneedto
becapitalisedforprotection;(4)thesystemsarehighlyinterconnectedandthedistributednatureof
thesystemsposeanexponentialcomplexity.

TherehasbeensomeresearchonautonomiccomputingapplicationstocomplexSCADAsystems.
Theapplicationofautonomiccomputingforsmartgridshasbeendiscussed(GreerandRodriguez-
Martinez,2012)asasolutiontomanagesystemcomplexities.Keycomponentsofaself-protecting
SCADAsystemhavebeenproposedandasurveyoftechniquesprovidedfortherealisationofsuch
systems (Chen Abdelwahed, 2014). Also, there are few dedicated research groups (Autonomic
ComputingLab;CloudandAutonomicComputingCentre;Fortesetal.,2014)focusingresearch
on the applicability of autonomic computing to cyber security. JADE (JADE, 2009) provides a
frameworkforbuildingautonomicmanagementsystems.Atestbedwasdevelopedformodelling
criticalinfrastructuresfortestingautonomictechnologies(AutonomicComputingLab;Cox,2011).

However,thereisalackofprogressindevelopingarchitecturestosupportapplicationsbefore
thefullpotentialofautonomiccomputingforSCADAsecuritycanberealised.Weproposetouse
theautonomiccomputingparadigmfeaturestoSCADAsystemsecurity,inparticularfocussingon
self-protectingSCADAsystems.Thispaperincorporatesautonomiccomputingparadigmelements
toextendtheSCADAarchitecturetosafeguardagainsttheemergingcybersecuritychallengesand
threatsfacingSCADAindustrialapplications.

Insection2 the relevant featuresofSCADAsystemsaredescribed.Cognitivecomputing is
discussedinsection3.Section4coverstheautonomiccomputingparadigm.Section5proposesthe
architecturalframeworkforSCADAcybersecurityandfinallysection6concludesthepaper.

2. SCADA SySTeMS

2.1. Vulnerabilities and Threats Landscape
SCADAsystemsweredevelopedtobeusedasstand-alonesystemswhichbytheirverynaturemade
it difficult for an outside attacker to exploit the system. However, the many benefits associated
withinterconnectingthesystemtotheInternethavetransformedtheSCADAsystemsintoahighly
interconnectedsystem(Taveras,2013;Naziretal.,2017)accessibleovertheInternet(Figure2).
Therefore,theprotectionofferedbyanunconnectedSCADAsystemisnotavailableanymore.The
benefitsaretoolucrativetobeignoredbyvendorsandindustry.Unfortunately, itcomeswithan
increasedexposuretothreats.Thesysteminteractionsarecomplex,openingnewthreatentrypoints
astherearemanythird-partylibrariesandhardwareassembledwithcomponentsfromaroundthe
world,withexploitablethreatssuchasbackdoors,oftenunknowntotheSCADAsystemvendor.

Thesystemsdevelopersdesigncustomizedsolutionstoaddressaparticularproblem.Thesystems
arefairlylong-termdeploymentsasthecontrolledprocesseshavelargefinancialandindustrialoutlays.
Thecriticalityofmaintainingtheprocessmeansthatthesystemsremainincontinuousoperationand
havearangeofredundanciesincorporatedtoprotectstallingthesystemforforeseeableproblems.

SCADAcommunicationsprotocolssuchasModbus,DistributedNetworkProtocol(DNP),IEC
870-5andT103aredescribedbyGECommunicationsProtocol.MostSCADAcommunications
protocolshavenoencryptionastheyweredesignedwhentheSCADAsystemsexistedonlyasstand-
alonesystems,renderingprotocolauthenticationunnecessary.TheModbusprotocolisoneofthe
mostcommonprotocolsforSCADAsystemsthatoperateonsimplerequest-responsemessaging(Al
Baalbakietal.,2013).Thediversityoftheprotocolsandtheirinoperabilityalsocreatesobstacles
todesignsecurecommunications(Sheldonetal.,2004).Therearemanypubliclyavailabletools
thatcancapturenetworktrafficwirelessly.Also,thewirelessdevicesthatfeeddatatotheSCADA
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systemprovideeasyentrypointsfortheintruderintothesystembecausetheenddevicesdonothave
adequateprotection,duetoverylowpowerrequirements.

SCADAapplicationvendorsdesigntheirsoftwaretobehostedongenericoperatingsystems
suchasWindowsandLinuxvariants forwidespreaddeployments;however, thismakesSCADA
applicationsexposedtothesamevulnerabilitiesasthatoftheoperatingsystem.

ThelongoperationallifetimeofSCADAsoftwaremeansthatthehostoperatingsystemmaybe
beyondtechnicalsupport.ThefeaturesbeingaddedtotheSCADAsystemsaddfurthercomplexity
andthesystemsbecomedifficulttodevelopandmaintain.Thus,itbecomesdifficulttounderstand
andrestoresystemstotheiroperationalstatefromacompromisedstateresultingfromacyberattack.

Thecyberattackparadigmshaveprogressedmuchbeyondthesimpleattackmethodologiessuch
asman-in-the-middle(MITM)andDenialofService(DOS)attacks(ChenandAbdelwahed,2014),
andarewagedwithincreasingsophisticationtohidedetection.Thetraditionaldefenceapproaches
areunabletocopewiththelatestattackmethodologieswhereforexample,thesystemparametersare
altered,andareindividuallylegitimate,butonthewholeresultinsystemcollapse.Correctoperationof
thesystemneedsnotonlythecorrectcommandsbutcommandsthatareconsistentwiththeprevailing
stateofthesystem.Itispossibleforanattackertoinjectavalidsequenceofcommandsthatgradually
takethesystemtoanunstablecondition.Thesystemsalsooperateunderverytighttimingconstraints
andcanhaveundesiredconsequencesincaseoftimingviolation.Eventhesmallestintrusionsonthe
criticalinfrastructurecontrols,canresultinmalfunctionswhichhavedevastatingrippleeffectson
thesystemasawhole.Thesystemissusceptibletoattackswithminoreffects,whichcanalterthe
systembehaviourinanegativemanner,leadingtoarippleeffectthatcompromisesthewholesystem.
TheSCADAsystementitiesaregenerallyspreadoveralargegeographicalarea,thusnecessitating
synchronisationofinformationateachlocation.

Thethreatlandscapeisrapidlyevolving(KhadraouiandFeltus,2015)andhasgainedmomentum
becausetheSCADAsystemsarenowaccessibleovertheInternet,andarenolongerprotectedby

Figure 2. Multiple pathways and Internet connectivity to a production system
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obscurityas thecommunicationsprotocolsandcharacteristicsareavailable to interestedparties.
Currently,boththestateandnon-stateagentsaretryingtoexploitthesystem’svulnerabilities.Cox
(2011)discussesindetailthreatontologies.

Incontrasttotheattackslaunchedfromoutside,threatscanalsoemanatefromaninnocentor
deliberatemistakefromaninsider.Suchattackscouldcausemoreharmastheycouldbelaunched
withsomeunderstandingaboutthesystemoperation.

2.2. Protection Schemes
SomerecenttechnologyadoptionsandimprovementsintheSCADAsystemsarepromisingtoaid
developingsystemsthatcanresultinanautonomicSCADAsystem.Systemprotectioncanbeensured
throughmanytechniques.Themajoritydependonthejudgementofahumantoprovidesafeguards
forthesystem.

Thelatesttrendsandinnovations,suchasvirtualisation,analyticsanddatabases,andwireless
communications,whichmustworktogetherinclosecollaborationtoachievethesystemmission,have
beenappliedtoSCADAsystems.Theintegratedframeworkcanrightlybecalledsystemsofsystems
asthecomplexityhasincreasedbeyondsimplecontrolandmonitoringtasks,thefundamentalbasis
ofSCADA.Thiscomplexityimpliesthatdevelopingandmaintainingsuchsystemsarereachingthe
limitsofhumancognition(KephartandChess,2003;HuebscherandMcCann,2008).

Systemvendorshavebeencognisantoftheprevailingcybersecurityenvironmentandhaveadded
anumberoffeaturestotheproductofferings.Thesefeaturesinclude,forexamplemultiplexingproxy,
encryptionandrolebasedaccesstomaketheintruder’staskdifficult.MostSCADAvendorsallow
integrationwithrelationaldatabasesinadditiontothebuilt-inhistoricaldatabasesthathavesome
advantages(SQL).RelationaldatabasessuchasOraclehavetheirownintegratedanalyticsanddata
miningservicesthatcanmakeiteasiertouncoveranyanomalousactivity.

Themachinelearninganddataanalyticstechniqueshaverevolutionisedmanyapplicationdomains
andhaverecentlybeenintroducedinSCADAapplicationssoftware.Suchnativeintegrationmakesit
easierfortheSCADAdeveloperstoanalysethesystemsoperationsandidentifyimpendingattacks
(Kirschetal.,2014;Carcanoetal.,2011).Machinelearningandothersuchtechniquescaneffectively
analyseasystemtodetectanomalousactivities.Suchunsupervisedanomalydetectionschemesare
moreappropriateandefficientcomparedtohumananalysts(JiangandYasakethu,2013)andother
signaturebasedapproaches(ChenAbdelwahed,2014).Thesystemcanthuslearnnewapproaches
andprovidedefenceagainstasyetunseenscenarios,asinthecaseofsupervisedlearningapproaches.
Theothertechniquesofinterestcouldbebasedonagentbased,artificialintelligence,andadaptive
systems(GreerandRodriguez-Martinez,2012).Thefutureofcybersecuritylieswithexploitingsuch
techniquesthatcannotonlyautonomouslyassessthethreatstothesystemsecurity,butalsocontain
andmitigatethethreatfromspreading,resultinginmoredamage.Theoperatoralertcannotifythe
humanoperatortoinitiatedisasterrecoveryoperations.

Virtualisationtechniquesprovidemanybenefitsthatcanadvantageouslybeappliedtosupport
theautonomiccomputingparadigm.Virtualisationenableseasycontainmentofanattack,restoring
anddisasterrecovery,changeandoptimisationofsystemresources,etc.,inatrulyelasticmanner.

ArecentbreakthroughinthisdirectionisthatoftheAutonomicComputingparadigm.With
Autonomic Computing, the ultimate control still rests with a human but the drudgery of data
manipulationandthreatassessmentcanbetakenoutoftheloop.

3. CoGNITIVe INFoRMATICS AND CoMPUTING

CognitiveInformaticsisabroadandmultidisciplinaryfieldofcognitionandinformationsciences
thatinvestigatesthehumaninformationprocessinganditsapplicabilityforcomputingapplications.
AcomprehensivereviewofthecognitiveinformaticsframeworkisprovidedbyWang(2007a)and
italsodescribes theapplications fromthe fieldsofcomputingandsoftwareengineering. Ituses
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ConceptAlgebra(CA),Real-TimeSystemAlgebra(RTPA)andSystemAlgebra(SA)toformulate
andrepresentknowledgeusingaformalnotation.Itcanhavediversegoalsbasedontheapplication
fieldbuttheoverridingaimistoimprovethehuman-machineinteractionthroughbetterdecision
making.Thehardproblemsinvariousengineeringandscientificfieldscanbesolvedmucheasilyif
weknewthecognitiveprocessesofthehumanbrain(Wang,2007a).Forexample,objectrecognition
andclassificationproblemincomputervisionishardforcomputersbutcomesnaturallytohumans,
wherealotofprogresshasbeenmadebymimickingthecognitiveprocessesofthebrainthrough
ArtificialNeuralNetworks(ANN).Similarly,theapplicationofmachinelearningandagentbased
processingcanhelpovercomethecyberthreatsfacingtheSCADAsystems.

Thetheoreticalframeworkforcognitiveinformaticsandcognitivecomputingispresentedby
Wangetal.(2015)usingareductivemodelofthebrain.Ithasbeenarguedthatthebrainandnatural
intelligencecanbeexplainedthroughthereductivehierarchyatdifferentlevels.

Thecognitiveprocessesofformal inferencesaredescribedbyWang(2011b)coverboththe
appliedandtheoreticalresearchprocessesusingReal-TimeProcessAlgebra(RTPA).Ittheorizes
anddemonstrateshowtheformalinferencesinthehumanbraincanbedescribedusingthecognitive
processesofdeduction,induction,abduction,andanalogy.Itprovidesasetofmathematicalmodels
andcognitiveprocessforformalinference.Thisformalizationofmodelsisalsohelpfultodesignthe
intelligentcomputersbasedonCognitiveComputing(CC).

Cognitivecomputingcomprisesofintelligentcomputingmethodologiestobuildautonomous
systemsthatmimictheinferencemechanismsof thehumanbrain(Wang,2009).Thus,asystem
candetectanomalies,eventsandentitiesinasystemthroughpatternrecognitionanddatamining.
Thesepro-activeandself-learningsystemscanprovideaneffectivedefenceagainstcyberthreats,as
signaturebasedapproachescanonlyworkagainstknownthreats.Itisalsoveryimportantforcritical
infrastructurecybersecuritysystemsthat the threat isanticipatedandpredictedbefore itstrikes,
otherwiseitcouldbedifficulttocontaintheresultingdamage.

ThefuturedevelopmentsinthefieldofcognitiveinformaticshavebeendescribedbyWanget
al.(2011a;2011c).Theadvancesinthefieldofcognitiveinformaticshaveledtothedevelopmentof
cognitivecomputing.Computingcanbeclassifiedatfourlevelsincomputationintelligence:data,
information,knowledge,andintelligence(Wangetal.,2011c;2015).Dataandinformationprocessing
havebeenwellstudiedbutthesamehasnotbeenthecaseforthehigherlevelsofcomputational
intelligenceareyettobestudied.Thiswillfosteraneraofanintelligentrevolutionthatwillmeetthe
humanneedsofwisdomandintelligence.Highlyintelligentsystemswillbeaccessibletoordinary
peopletosolveeverydayproblems(Wangetal.,2015).Therecenttrendof“Cognitiveprocessesof
thebrain,particularlytheperceptivecognitiveprocesses,arethefundamentalmeansfordescribing
autonomiccomputingsystems,suchasrobots,softwareagentsystems,anddistributedintelligent
networks.”(Wang,2007b).

4. AUToNoMIC CoMPUTING PARADIGM

TherootsofautonomiccomputingcanbetracedtotheworkbyNorbettWiener,JohnvonNeumann,
Alan Turing, and Claude E. Shannon on automata (Wang, 2007b). Autonomic computing leads
to intelligentbehaviours such as thosedriven throughgoals and inferences (Wang,2007b).The
theoreticalandengineeringfoundationsforautonomiccomputingtogetherwithacomprehensive
setoftheoreticalfoundationsthatis,cognitiveinformatics,behaviours,andintelligentsciencehave
beenidentifiedandthetheoremsforimperativeandautonomiccomputingprovideasolidfoundation
fortheapplicationofthefieldofautonomiccomputingtoengineeringapplications(Wang,2007b).

AutonomicComputingisoneofthetrans-disciplinaryapplicationsofCognitiveInformaticsand
anautonomiccomputingsystemusingitsintelligencecanautonomouslycarryoutitsactionsbased
onthesetofeventsandgoals(Wang,2007a;2007b).Thiscontrastswithanimperativesystemwhose
behaviouriscontrolledbyastoredprogramandisthusdeterministic.Themotivationforautonomic
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systemsistodealwiththesystemcomplexity,whichhasreachedanoverwhelmingproportionand
isinspiredbythehumannervoussystem(Poslad,2011).

Theincreaseinsystemcomplexityandapplicationsheterogeneityhasmadeitdifficulttoprocess
theinformation.Thishasnecessitatedtheuseofparadigmsinspiredbybiologicalsystemssuchas
autonomiccomputing(ParasharandHariri,2005)thathaveagoaltorealisesystemsandapplications
whichoperateautonomouslybasedonhighlevelrulestomeetthesystemmission.Itdiffersfrom
ArtificialIntelligence(AI)inthatunlikethosesystemstheultimatedecisionmaybetakenbythe
humanoperator.

ThebasicideaoftheAutonomicComputingparadigmisthatthesystemshouldbeintelligent
toenableittodevelopandmaintainitselfinanoptimisedstate.Thehumanbody’sfeedbackand
controlmechanisms(KephartandChess,2003;ParasharandHariri,2005)haveformedthebasis
of general systems theory and holism for the development and management of computer based
systems.Theautonomiccomputingparadigmmimicstheautonomichumannervoussystem.The
abilitytoself-manageSCADAsystemsecuritythreatsbydevelopinglearningsystemsthatrecognise
vulnerabilitieswillbehugelyadvantageous.Theagentsandsoftwareserviceswillformapartofthe
systems,gatheringdataandmonitoringsystemscontinuously(Yangetal.,2005).

Autonomiccomputingcanresultfromtheuseofdifferenttechnologies,howeveranautonomic
system must demonstrate the following four main features: self-configuring; self-healing; self-
optimising;andself-protecting(GanekandCorbi,2003):

1. Self-configuring:Thesystemmustbeabletoreconfigureitsbehaviourbasedonthechanging
systemrequirements.Forexample,toacquiremoresystemresources,suchasmemory,incase
thesystemisoverburdened;

2. Self-healing:Inresponsetodetectingacompromisedelementinitsconfigurtion,orlackof
resources,anautonomicsystemcanrespondbyrepairingitselftoagoodstate.Basedonthis
assessmentthesystemshouldbeableto,forexample,isolatethesystemcomponentsthathave
beencompromisedandcontinueoperationwiththeremainingelementsandatthesametime
attempingtorestorethecompromisedsystemelements;

3. Self-optimising:Thesystemmustbeabletoassessthecurrentstateofthesystemvariables
andbeabe to tune them to result inanoptimised tunedbehaviour.This iscrucialas in the
caseofcomplexsystemstherearethousandsofsystemparametersthatcanaffectthesystem
performance.Knowingorapplyingthemallforbestresultsisbeyondthegraspofthehuman
mind,inaresonableamountoftime;

4. Self-protecting:Thesystemshouldbeawareofthenormalsystemoperationandbeableto
continuouslymonitorthecurrentsystemstatetodeterminewhendeviationsoccur.Itcanthen
takemeasurestocontainthethreatandtohandleit.

Autonomiccomputingfacilitatesidentifyingfactorsthatrelatetoaspecificstate–homeostasis.
Thedevelopmentofaknowledgenetworkwillhelptoidentifywhat‘homeostasis’isandwhenthere
isanimbalance,tounderstandthestructureofthenetwork,thedefences,thethreatsandtheattacks.
Thethreatscanbeclassifiedintotwocategories:1)process-related:whenvalidcredentialsareused
tomakelegitimatechangesthatcanimpactonindustrialprocesses.Thesecanalsobeduetoanerror
intheinputofincorrectvaluesoranactualattack(Crawford,2006)by,forexample,disgruntled
employees;and2)system-related:whichareexploitedviasoftwareorconfigurationvulnerabilities.
Forexample, flaws incommunicationprotocols,whichare lowlevel (layers1and2)attackson
theSCADAarchitecture(Pidikitietal.,2013).Developingamechanismtomineloggeddataon
process-related incidents isapotentialsolution todevelopinganautonomiccomputingapproach
forSCADAsecurity.Identifyinguseractivitiesandclassifyingtheactionsintosigned-onorknown
useractionsallowstheanalysisofthreatsaslegitimatesystemcommandsbylegitimateusers,orby
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illegitimateusers,todistinguishthethreatsintoattacksorerrorsbydevelopingaknowledgebase
(Hadžiosmanovićetal.,2012).

TheautonomiccomputingsystemincorporatedtomonitoraSCADAsystemmaygeneratefalse
alarmsandthereforeitmaybenecessary,basedontheapplicationdomain,forahumanoperatorto
makeafinaldecisionbasedontheevidence.

5. ARCHITeCTURAL FRAMewoRK FoR SCADA SeCURITy

Inthissection,weprovideabriefoverviewofthearchitecturesproposedintheresearchliteratureand
proposeaframeworkthatcanbeusedtodesignSCADAsystemsthathavebuilt-inlayeredprotection
againstbothknownandunknownthreats.

AnautonomicsystemenablesaSCADAsystemtooptimise,configureandprotectitselfincase
ofchangingthesystemstatetoacompromisedone.TheworktodateforsecuringSCADAsecurity
focusesondiscreteapproaches.However,weproposean integratedapproach thatcombines, the
discreteknowledgebasedapproacheswithcognitiveapproaches.ThememorylayeroftheLayered
ReferenceModeloftheBrain(LRMB)(layer2),reflectstheknowledgebasethatcapturestheshort
term,longtermandtransientmemories.Thiscanbeutilisedtocaptureprocess-andsystems-related
threats.Memorycanbedefinedasasetofsubconsciouscognitiveprocessesthatretaintheexternal
orinternalinformationaboutvariousSCADAsecurityevents.Thesubconsciousknowledgebaseis
inheritedfromtherangeofeventsandthreatsidentified,andtheconscioussubsystem,however,is
acquiredandflexible,basedontheautonomiccomputingparadigm(Wangetal.,2006a;Wangand
Wang,2006b).

Someautonomicarchitectureshavebeenproposedintheresearchliterature.TheIBMautonomic
computing system comprises, monitoring, analysing, planning, executing and a knowledge base
component(Ebbersetal.,2006)andwasproposedforlarge-scalecommercialsystems.Thearchitecture
utilisesTouchpointAutonomicManagersthatareself-configuring,self-healing,self-optimizingand
self-protecting.

An introduction toautonomiccomputing togetherwith thechallengesandopportunitiesare
presentedinParasharandHariri(2005).AnUltrastablesystemisdiscussedwithreferencetoliving
organismsandhumannervoussystem.Theauthorshighlightthechallengesindesigningthegeneral
purposesystemsthatcanaddresstheemergingneedsandcomplexityofservicesandapplications.
Theyproposearchitecture foranautonomicelementasa smallest functionalunit andproposea
managerforeachautonomicelement.

ChenandAbdelwahed(2014)highlighttheneedforbettersecurityfortheSCADAsystemand
presentanautonomicsecuritymodelcomprisingofriskassessment,earlywarningandprevention,
intrusiondetection,andintrusionresponse.Thesignaturebaseddetectiontechniquescanonlybe
usefulagainstknownattackswhereastheanomalybaseddetectiontechniqueshaveahighfalsealarm
rate.Similarly,demilitarisedzones,accesscontrolsandfirewallsdonotprovideadequateprotection
aswithtimetheattackerslearnthevulnerabilitiesofthecommunicationprotocolsandthoseofthe
operatingsystem.

AdetailedsurveyofautonomiccomputingmodelsandapplicationsisprovidedbyHuebscher
andMcCann(2008).AnAutonomicCriticalInfrastructureProtection(ACIP)systemusinganomaly
detectionandautonomiccomputingisproposedbyAl-BaalbaakiandAl-Nashif(2013).Themodular
system has online monitoring, feature selection and correlation, multi-level behaviour analysis,
visualisation, and adaptive learning. The evaluation of ACIP is described using Modbus traffic
generatorfortheModbustracesbetweenaserverandfivedifferentPLCs.Theproposedsystemcould
detectandstopavarietyofattacksontheModbusprotocol(Al-BaalbaakiandAl-Nashif,2013).

Itwasshownthatbyincorporatingknowledgeofaphysicalmodelofthesystemitwaspossible
toidentifytheattacksthroughchangesinsystembehaviour(Cardenasetal.,2011).Thedetection
ofattackswasformulatedasanomaly-basedintrusiondetection.Theresultsshowthattheresponse
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algorithmkeepsthesysteminasafestateduringanattack.Automaticresponsemechanismswere
proposedonsystemstateestimation.However,theycautionthatanautomaticdetectionandresponse
methodologymightnotbeapplicableforallprocessesincontrolsystems.

A methodology for designing a smart critical architecture that protects communications,
controlsandcomputationsusingmovingtargetdefenceandautonomiccomputingisproposedby
Haririetal.andalsodevelopaResilientSmartCriticalInfrastructureTestbed(RSCIT).Ageneral
autonomiccomputingenvironment(Autonomia)wasdevelopedforcontrolandmanagementof
smartcriticalinfrastructures.

Asurvivablecyber-secureinfrastructures(SCI)architectureisproposedbySheldonetal.(2004)
forapowergridandproposesacognitiveagentarchitecturecombiningagent-basedandautonomic
computing. Cognitive components are described as comprising of processes that are reactive,
deliberate,orreflective.

Incontrasttothearchitecturesabove,ourproposedarchitecturecombinesthreefeaturestoprovide
athreat-resilientSCADAframework:(1)virtualisationofcomputingandnetworkingresources(2)
hierarchyofautonomicmanagers(AMs)toidentifythreatsatdifferentscales(3)protectionagainst
falsealarms.

Virtualisationrefers tocreatingavirtual rather thanphysicalversionofcomputerhardware,
storageandnetworks.Theadvantagesarethatthecomputingresourcescanbeelasticallyassigned
asrequiredanditismucheasiertomonitorthevirtualmachines.Incaseofacyber-attack,aclean
instancecanbeeasilylaunchedandthecompromisedmachinecanbeisolatedforforensics.Also,
Disasterrecoveryandrollbackcanbeperformedeasily.WeproposehostingtheSCADAsystemon
avirtualplatform.Theadvantagesarethatitcanprovidehighavailabilitythroughprotectionagainst
hardwareandsoftwarefailures.Thus,creatingabroadgeneralisedstructurebasedonvirtualisation
whereinappropriatetechnologiescanbeselectedtobestsuitanapplicationwithinthegivenframework.

Weproposetheconceptofhierarchicalautonomicmanagersthatcanscaleprotectionfroma
small toawidearea.Adomainautonomicmanager, AMd performsreal-timeanalysisof their
limiteddomain(database,communications,etc.,)atasmallscale.Thesedomain-basedanalysesare
thenaggregatedatthelocalsystemlevel, AMl foridentificationofanomaliestocounterthethreats
locally.Thisrelievesthecentralautonomicmanager, AMc totakemoreholisticactions.Thus,a
centralautonomicmanagercanperformananalysisofsystemwideaggregatedanalysistocounter
systemwidevariationstoidentifypossiblethreats.

Thus,theinferenceofAMisbasedontheintelligentaggregationoftheinferencesofitslower
levelAM:

Inferences AM Inferences AMc
i

N

l�
�
�

1

 

Wearguethatdespitethecurrentstate-of-the-artinautonomiccomputingapplications,suchas,
machinelearningandneuralnetworksappliedtoSCADAsystems,theultimatedecisionshouldlie
withthehumanoperator.ThisisduetothecriticalityoftheSCADAapplicationsthatmightjeopardise
thesafetyandhealthofpeople,orcompromisenationalsecurityandinfrastructuresincaseoffalse
alarms.Thisofcourse,willvaryfromoneapplicationtoanotherandahumandecision-makercould
be in the loopatsomeorall layersofAMs.Thehierarchyofautonomicmanagersabstracts the
informationasitproceedsfromlowtohighlevels(domaintoglobal)andcanrecommendactionsto
makeiteasierforahumanoperatortomakeadecision.

ThestructureandexecutioncycleofanAMisshowninFigure3.Itplansbasedonthegiven
goalsandrules,executesitsplanwhichcouldbemonitoring,comparison,inferstheresultofits
executiontobeananomalyoraprogressiontowardsone,reportstheinferencetoitshigherAM.
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Theknowledgebaseisanalogoustothehumannervoussystemstoringstructuredandunstructured
informationusedbytheautonomicmanagerduringitsoperation.

Theautonomicmanager,asshowninFigure3,canbeusedatvarioussecuritylayersofthe
system.Thehierarchyhelpstoplacetheinferencesatappropriatelevelsandtheintelligencecan
traveluptothehighestlayer,thatis,thecentralAM.

ASCADAsystemcanhavealargegeographicalspread,exposingit toexploitationatmany
locations,thereforenecessitatinganautonomicmanagerateachlocationthatcanmonitorthesecurity
inthelocalareasandcoordinatetheeffortsthroughthecentralmanager.AsimplifiedSCADAsystem
architectureisshowninFigure4.Attheheartofthesystemisacentralautonomicmanager,that
canenforcethebroadthreatmitigationandcontainmentpoliciesinthemanagedsystemasdefined
bythesystemadministrator.Theknowledgebaseprovidesthevarioushistoricalsystemmodelsthat
arecontinuouslymodifiedtothecurrentstateandareanalysedtocheckconformance.Thelocal
autonomicmanagerscontinuallyobserve the systemstateandactpromptly incaseof identified
securitythreatstothelocalsystem.

Figure 3. Structure and execution cycle of an autonomic manager

Figure 4. Proposed architecture for an autonomic SCADA system
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Ourproposedarchitectureprovidesabroadgeneralisedstructurebasedonvirtualisationwherein
appropriatetechnologiescanbeselectedtobestsuitanapplicationwithinthegivenframework.The
identificationofanomaliesatanarealevelhelpstocounterthethreatslocally,relievingthecentral
autonomicmanagertotakemoreholisticactionstocountersystemwidethreats.

It isalsopertinenttopointoutherethattheautonomicmanageritselfcanbethetargetofa
cyber-attack.Suchexploitationcanbeavoidedthroughredundantdeploymentsofmanagersandan
integratedapproachasproposed.

6. CoNCLUSIoN

Theevolvingcyberthreatlandscapedictateschangestocyberdefenceapproachesfortheprotection
ofSCADAsystems.Unlikethetraditionaldefenceapproacheswheretheresponseisgovernedby
tailoring and monitoring according to threats, the concept of autonomic computing provides an
advantage,asthesystemsareself-protecting.Thus,thecognitiveandautonomiccomputingparadigms
areverypromisingtodevelopSCADAsystemcybersecurityarchitecturesthatfacilitateproactive
threat mitigation methodologies. The autonomous nature enables flexible and scalable solutions
acrossawiderangeofSCADAsystemarchitecturesandapplications.

ThispaperprovidesanoverviewoftheautonomiccomputingbasedarchitecturesforSCADA
security.Weproposetheconceptofhierarchicalautonomicmanagersthathelpstoextract,aggregate
andrefineintelligentinferencesforultimatedecisionmakingbyahumanoperator.Theproposed
frameworkisgenericandcanbesuitablyappliedacrossarangeofreal-worldSCADAapplications.
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