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Blockchain-enabled Internet of Things (IoT) envisions a world with rapid development and implementations to change our everyday
lives based on smart devices. These devices are attached to the internet that can communicate with each other without human
interference. A well-known wireless network in blockchain-enabled IoT frameworks is the Low Power and Lossy Network (LLN) that
uses a novel protocol known as Routing protocol for low power and lossy networks (RPL) to provide effective and energy-efficient
routing. LLNs that run on RPL are inherently prone to multiple Denial of Service (DoS) attacks due to the low cost, shared medium
and resource-constrained nature of blockchain-enabled IoT devices. A Spam DODAG Information Solicitation (DIS) attack is one of
the novel attacks that drain the energy source of legitimate nodes and ends up causing the legitimate nodes to suffer from DoS. To
address this problem, a mitigation scheme named DIS Spam Attack Mitigation (DISAM) is proposed. The proposed scheme effectively
mitigates the effects of the Spam DIS attack on the network’s performance. The experimental results show that DISAM detects and
mitigates the attack quickly and efficiently.
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1 INTRODUCTION

Blockchain-enabled Internet of Things (IoT) imagines a future in which billions of devices are connected to enable
ubiquitous computing. The blockchain-enabled IoT integral part is to provide communication between low-power

devices through the internet. The growth of wireless and embedded electronics results in smart devices with connectivity
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and processing capacities ranging from sensor nodes to advanced household appliances and mobile devices. Throughout
recent years several blockchain-enabled IoT technologies have grown, e.g., in industrial monitoring, medical services,
smart grid, autonomous cars, smart manufacturing, and operations management [1]. For blockchain-enabled IoT
services, the number of wirelessly accessible devices has been expected to increase to 50 billion at the end of 2020 and
worldwide blockchain-enabled IoT revenue will also grow to $1.7 trillion by 2020 [2]. One of the basic components of
blockchain-enabled IoT is low power and lossy networks. As part of the increasingly evolving blockchain-enabled IoT
networks, low power and lossy networks play a noteworthy role in creating a ubiquitous computation consisting of
constrained nodes with a restricted set of computation, bandwidth, and battery [3][4][5].

With the growing demand for resource-constrained nodes to be connected to the internet, the working group of
Internet Engineering Task Force [6] has introduced a novel routing protocol defined as RPL [7]. Due to its ability to
provide energy-efficient routing in low-power and lossy networks, RPL is used in a wide range of blockchain-enabled
IoT implementations. [8, 9] RPL based networks are exposed to various threats that undermine the security and privacy
of users due to the shared wireless medium, where an intruder can overhear, duplicate, corrupt or alter the data. With
the lack of RPL routing protocol resources, physical security, and security specifications, RPL based low power lossy
networks are prone to numerous Denial of Service attacks [10]. One of such damaging attacks is a destination-oriented
directed acyclic graph (DODAG) Information Solicitation (DIS) flooding attack.

In this paper, we present and investigate a potential DoS attack, which is a Spam DIS attack, in RPL-based LLNs. In a
Spam DIS attack, fraudulent node multicast a huge amount of fake DODAG Information Solicitation (DIS) requests with
multiple fake identities to force the valid nodes to restart their trickle timer and distribute a high proportion of DODAG
Information Object (DIO) messages. In RPL, DIS and DIO are control messages that are required to construct the routing
topology. As a consequence, excessive receiving and broadcasting of control packets will exhaust the restricted energy
resource of legitimate nodes and ultimately cause legitimate nodes to suffer from denial of service. The Spam DIS
attack exploits predominantly the vulnerability of the DIO transmission mechanism in RPL by breaching an inherent
premise, i.e., all valid nodes without hesitation and in a faithful manner transmits DIO messages when they receive a
DIS message.

A large number of DIS and DIO control messages make the legitimate nodes suffer from denial of service and drain
down the energy resource of legitimate nodes. It is difficult to differentiate legitimate DIS requests from requests that
are part of a DIS attack because of their distributed nature and much harder to respond to when the attack is already
underway. We investigate Spam DIS attack to minimize node energy consumption and improve DODAG s security in
RPL for a reliable and secure network. We propose DIS Spam Attack Mitigation (DISAM) Scheme to effectively detect

and mitigate Spam DIS attacks. Our contribution is summarized below:

e We implement the original RPL and the RPL with the adversary. We present details on the implementation and
evaluation of our novel countermeasure that we called DISAM.

e We compared DISAM and its efficiency to the original RPL in terms of energy consumption and detection
rate metrics using comprehensive Contiki-Cooja experiments. The obtained results indicate that our solution

effectively reduces the spam DIS attack effect and improves the energy consumption in the RPL LLN.

The rest of the paper is organized as follows. An overview of existing and relevant literature is provided in Section 2.
Section 2 discusses the basic RPL operations and Spam DIS attack. Section 4 focuses on the adversarial model and the
countermeasure proposed. Section 5 presents an overview of steps in detection and mitigation of spam DIS attack along
with algorithms. Extensive simulation experiments are provided and analyzed in Section 6.

2



105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149

150

152
153
154
155

156

Securing Low-Power Blockchain-Enabled loT Devices Against Energy Depletion Attack ACM Transactions on Internet Technology,

2 RELATED WORK

This section classifies existing attacks and countermeasures of LLNs to explain how these attacks cannot resolve the spam
DIS attack. In [11] heuristic-based detection technique to detect the malicious nodes to prevent suppression attacks in
low-power lossy networks against Multicast Protocol, every node maintains the increment rate of a minimum sequence
number in the Seed set and compares the recent increment of sequence numbers with the heuristically calculated
threshold of sequence numbers. EYES [12] detects the forwarding misbehavior of multiple colluding malicious nodes in
the energy harvesting networks. Each node checks the state (active and harvest) of the node and forwards the packet
count to neighbor nodes to detect the malicious node.

In [13] CMD technique, the forwarding misbehavior of the preferred parent node is monitored, which observes
the rate of packet loss and then compares the collected loss rate of packets with the observation result to detect the
malicious node. A lightweight anti-jamming mechanism known as Dodge-Jam is proposed in [14] to investigate RPL
reliability under external jamming attacks. It uses ACK channel hopping and multi-block data shifting with a small
overhead to avoid stealthy jamming attacks. The exploration-based active detection (EBAD) scheme detects the routing
misbehaviors in mobile ad hoc networks [15]. A source node broadcasts the router request packet with a fictitious
destination node to attract potential malicious nodes. Then the digital signature techniques help to identify false
information in the route reply packet. The camouflage-based active detection scheme proposed in [16] efficiently detects
the forwarding misbehavior in Energy Harvesting Networks. Each node impersonates itself as an energy harvesting
node and pretends not to overhear its neighboring nodes in any forwarding operations to detect malicious nodes.

Misbehavior aware detection scheme known as MAD is used to detect and prevent energy depletion attacks in RPL
[17]. It maintains the count of several packets received from its neighboring nodes and compares that count with a
dynamically computed threshold to detect malicious nodes in the network. In energy harvesting motivated networks,
an acknowledgment-based countermeasure against stealthy collision intrusion is presented [19]. In wireless sensor
networks, the identification of the selective forwarding attack is detected by using a single checkpoint supported
approach combined with timeout and hop retransmission techniques with a random selection of a single checkpoint
[20]. Dynamic Threshold Mechanism (DTM) scheme lowers the rate of discarding legitimate routes down the routing
table by dynamically setting the threshold for every parent node.

Each node in the RPL network monitors its neighbor nodes and compares two consecutive DIS messages and its
total count to a threshold value [21]. The initiators are blocked if their metrics exceed the threshold. Secure-RPL [22]
uses the sender’s IP address, previous DIS message receiving time, and the total number of DIS messages received since
the last reset to mitigate the effect of DIS flooding attacks. It discards all DIS messages received before the expiry of
RPL configured DIS interval from a particular neighbor. RPL-MRC [23] adapted RPL to reduce the response to multicast
messages and readjusted trickle timer to address multicast DIS attacks in the RPL network. The authors in [24] examined
the effects of DIS attack on DODAG construction and energy efficiency. They concluded with the simulation that the
attack affects neighbor nodes more than the nodes at the extreme boundaries in terms of power consumption. A hybrid
threshold-based IDS proposed in [25] uses DIS message sending rate and the packet interval to detect malicious RPL
messages in the RPL-based IoT. The authors in [26] conducted extensive simulation experiments to evaluate the effects
of a variety of battery drainage attacks against edge nodes in the IoT networks. They showed that the typical IoT
devices’ battery is certainly drained in 60 minutes even if they send a small number of packets. A hybrid placement
strategy in [27] uses a blockchain, multi-agent, and deep learning algorithms to detect attacks from the IoT’s transport

layer.
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Table 1. Summary of state-of-the-art methodologies against different problems

Methodology DIS DAO Forwarding Route Multicasting  Packets Energy
Requests Inconsistency Misbehavior Manipulation Misbehavior — Collision Consumption

X
<

HED [11]
EYES [12]

CMD [13]
Dodge jam [14]
EBAD [15]
CAM [16]
MAD [17]
AAA (18]
SCAD [15]
DTM [20]

(21]
Secure-RPL [22]
RPL-MRC [23]
[24]

(25]

(26]

X
X
SR

X X X AN AUX X X X X X X X X
X X X AU X AUOX X X X X OX X
XXX X X X NN NAN X X
X X X X X X IUX X X XX XX
XXX AU X AUX AOX X X XX
X X X X X X X OUX X X X X (X
SN N N N NENENENENEN

Several solutions have assumed that the attack is triggered after the DODAG stability is reached; but it is possible
with a zero-day attack before the DODAG formation. A threshold parameter to detect the DIS attack is used as a
synthesis of security solutions by various state-of-the-art raise a question on how to set a threshold value for different
topologies in dynamic networks? Some of the recent works only analyzed the forwarding misbehavior and route
manipulation in a variety of network environments but did not focus on power consumption and control packets
overhead. Moreover, most of these solutions do not consider RPL. We specifically addressed the DIS flooding in the
RPL-based IoT environment and quantify the extent to which the DIS attack will affect battery consumption. Our
proposed methodology does not require the formation of DODAG before the detection and mitigation of DIS attacks
and can work during the DODAG formation. In addition, a trace table is maintained in a distributed architecture on all
nodes. Table 1 presents a summary of proposed security solutions in the literature and demonstrates how it does not

solve our problem.

3 THE RPL PROTOCOL AND SPAM DIS ATTACK

In this section we discuss the RPL protocol and spam DIS attack.

3.1 Overview of RPL Protocol

One of the most accepted routing protocols in terms of flexibility, proficient routing, and quality of service assistance

in LLN’s is RPL. It is a standardized network layer protocol introduced for LLN’s. There are three types of topologies

supported by RPL, labeled as a point to point, point to multipoint, and multipoint to point. RPL creates a simulated

topological structure called DODAG is from LLN nodes. DODAG comprises three types of nodes labeled as router, host,

and gateway, and it resembles a tree-like loop-free topology. Multiple RPL instances operate at the same time in a

single blockchain-enabled IoT network, and there may be multiple DODAG’s in a single RPL Instance. RPL instance-id
4
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Fig. 1. Working of Trickle Algorithm

identifies RPL instance while DODAG id has a unique ipv6 address used to identify DODAG. RPL uses an adaptable
mechanism called “Trickle Timer” to lessen the energy consumption of the network and to limit the control traffic.

There are four forms of control messages named, DODAG information object (DIO), DODAG information solicitation
(DIS), Destination Advertisement Object (DAO), and DAO Acknowledgment (DAO-ACK) used by RPL for formation
and preservation of DODAG [21]. A DIO message is methodically sent by the DODAG root, which is responsible for
the advertising node’s ranks. Whenever a node sends a DIO message, it advertises its assistance to its neighbors on
their route to the DODAG root. The neighbor node can select a sender node as a preferred parent node in the DODAG.
When the receiving node sends its own DIO, its neighbor can do the same as well, and so on. The trickle timer assists as
a node’s scheduler for DIO messages. Figure 1 shows that at the beginning of each cycle, the node sets the timer to the
second half of the cycle by a random time and increase its time period if no DIS request is received. If the DIO messages
are issued in the present cycle and do not exceed the threshold, the node transmits a DIO message to its neighbor. After
this short cycle, the frequency of DIO messages gradually decreases and stays low as long as the network is secure [21].

DIO messages are requested from the DODAG node using DIS control messages. Nodes that are latest or existing use
DIS to seek a nearby DODAG [21]. These are transmitted repeatedly by a node until it joins DODAG. As a result, there is
a quick change in the network at the cost of control traffic. Trickle timer resets when a node receives a DIS message so
that a DIO response can be sent back by the node rapidly [27]. Descending route information in the ascending direction
along the DODAG using DAO messages [28]. DAO is unicast to choose parent in storage mode, and it is unicast to
the root in DODAG [30]. DAO messages broadcast overturn route information and report the nodes visited along the
ascending route. An overall descending path between the DODAG root and the node is acclaimed when the DODAG
root receives the DAO messages [29]. DAO-ACK is a unicast packet delivered by the DAO parent or DODAG root to the
source of the DAO message for acknowledgment as a response. Figure 2 shows how the exchange of control messages
establishes the RPL network.
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Fig. 2. Exchange of control messages to construct the topology using RPL a) Router node begins the propagation with DIO messages;
b) establishes the connection and forward the information downwards; c) establishes the connection and send DAO message upwards

3.2 SPAM DIS Attack

The core concept of spam DIS attack is that the fraudulent node multicasts DIS messages in large proportion with
multiple fake identities. These randomly generated fake identities do not exist in the network. The valid nodes consider
them as new identities and restart the Trickle algorithm and distribute a large number of DIO messages in the network,
which rapidly drains the energy supply of valid nodes and eventually makes them unable to communicate.

When the fraudulent node multicasts DIS requests with fake identity to nearby nodes, the neighboring nodes restart
the Trickle algorithm from the minimum period tmin and send a DIO message with current network information at a
random time in the second half of tmin. This repeated resetting of the trickle timer increases the control messages
sent by the nodes. The control packet overhead increases, therefore, resulting in an unstable network. This sudden
increase in control messages increases the total network power usage and decreases the overall life of the network.
Figure 5 shows a DODAG, where a node Va is a malicious node that sends DIS messages with fake identities to valid
nodes. The legitimate nodes start their trickle algorithm and flood the network with DIO messages after receiving
multiple DIS requests from a malicious node. All the nodes in the network restart their trickle algorithm repeatedly
and distribute many DIO messages in the network when the fraudulent node multicasts frequent DIS requests at a
steady rate with fake identities to the neighboring nodes. Figure 3 shows that the malicious node Va multicasts multiple
DIS requests with fake identities to the nodes v6, v7, and v8. The nodes that repeatedly receive multiple DIS requests
restarts their Trickle algorithm from tmin and then transmits the DIO messages, which cause victim nodes to shorten
the time interval of consecutive DIO messages due to a large number of received DIS requests and transmitted DIO
messages will exhaust energy supply and communication throughput, and eventually causing the valid node v2 to drain

its energy and suffer from denial of service.

4 THE PROPOSED DISAM SCHEME

We propose a DIS Spam Attack Mitigation (DISAM) scheme to detect Spam DIS attacks in RPL blockchain-enabled IoT
and take sufficient measures against it. The DISAM algorithm follows the distributed architecture and runs on every
node in the RPL network.
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Fig. 3. In A part, a malicious node Va (in red) multicast DIS requests with fake identities to adjacent node and In B part, on receiving
DIS requests the valid nodes flood the network with DIO messages

4.1 Adversary Model

In the RPL, we consider a low-power lossy network where one root of DODAG communicates with a set of constrained
nodes through lossy connections. A unique ID identifies each node in the RPL network. In this paper, we consider one
DODAG structure rooted in a DODAG root. An adversary can target and manipulate a legitimate node, gain access to
confidential data like encryption keys, and reprogram it for malicious behavior.

The compromised node creates fictitious identities by changing the outgoing address in its packet. The legitimate
nodes present in the network consider it a new node that wishes to join the network. The victim nodes accept the
incoming DIS request of a new node and generate excessive DIO packets in the whole network to construct a link with
the new node in the existing network. But at the same time, the malicious node starts injecting the packets multiple
times with the new fake identities in the network. Every time the victim nodes receive a DIS packet, it will assume that
new nodes want to be part of the network. So, the legitimate nodes will start generating DIO packets to establish links

with these nodes resulting in the battery consumption of the nodes as the malicious node remains part of the network.

4.2 DIS Attack (DISA) Detection

We have proposed a detection technique to detect the Spam DIS Attack (DISA). DISA detection technique records every
incoming DIS request from the new nodes that wish to be part of the network. It maintains a neighbor table for every
new incoming neighboring node. The neighbor table stores the node ID and information of DIS and DAO packets
received from the new node and keeps a record of new entries in that table until it reaches a threshold value. Whenever
an existing network receives a DIS request, the detection process will start. A legitimate node starts maintaining the
table upon receiving DIS requests. It will store the node ID, DIS, and DAO of that incoming packet. Figure 5 shows that
the valid node always sends the DAO request after sending the DIS request if it joins the network. The table will store
the entry of all new neighboring nodes until the DAO is not received to check the validity of new nodes. The table
deletes the entry of the nodes whose record satisfies the normal working of the network. But, if the legitimate node
does not receive the DAO packet in return for the DIS packet, then the record remains incomplete, and the table stores

the information of that node permanently.
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Fig. 4. The legitimate node v6, v7 and v8 repeatedly restarts its trickle algorithm after receiving multiple DIS requests

When a threshold value reaches, the legitimate node detects a fake node in that vicinity that sends multiple fake DIS
requests with fictitious identities. So, it will start the mitigation process to secure the network by saving the energy of
the nodes. Figure 6 shows that the malicious node Va sends a DIS request to its neighboring node. It sends another
DIS request by changing its identity as b, and it sends multiple requests every time by changing its address in the DIS
packets as c, d, e, f, etc., at the same time, the legitimate nodes will maintain the table and keep the check of DAO

received from these nodes.

4.3 DIS Attack Mitigation (DISAM) Scheme

We propose a countermeasure that we called the DIS attack mitigation (DISAM). DISAM saves the energy consumption
of the nodes by maintaining a threshold value to prevent the Spam DIS attack. The legitimate leaf nodes use the
threshold value to secure the network by discarding the malicious DIS packet at their end. It saves the network from
generating excessive DIO in reply to DIS requests from fake identities. This process saves energy by controlling the
rate of new generating packets. Once the time of DISAM has elapsed, the network will return to its normal state. If the
attack remains in the network, then DISAM will again start its process. The network will continue to go back and forth
between the mitigating and normal states until the attack vanishes entirely from the LLN network. Figure 6 shows how

does the network discards the upcoming DIS requests.

4.3.1 Maintaining Trace Table. The nodes start maintaining the table whenever they receive a DIS request from any
node with different addresses. The table stores node ID, DIS, and DAO. The node ID will store the address of a node that
has received the DIS request. DIS check verifies the DIS request from the node ID, and DAO check verifies the DAO
request from that node ID. The entries that satisfy the normal working of the network will be removed i.e., the exchange
of three control messages (DIO, DAO, and DAO-ACK) after receiving DIS creates a permanent network connection
with that node. So, when the entry satisfies the check of DIS and DAO messages received from the same node, it passes
the normal working of the RPL. It will only store entries that do not generate DAO message that defies standard RPL
operation. Table 2 presents few entries of the malicious node and shows the DIS request from a, b, ¢, d, e is received but
DAQO is not received. The DISA neighbor table keeps entering the new nodes until it reaches the threshold value.
8
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Fig. 5. This displays the exchange of control messages of non-malicious node

4.3.2 Detection of Attack. In this step, the victim nodes check the count of records with DIS requests received and no
DAO received. If the count of such entries in the table exceeds our given threshold value, then this means spam DIS
requests are coming into our network. We detect an attack and apply a mitigation scheme to reserve the resources of

the sensor nodes.

4.3.3 Mitigating the Attack. After detecting the attack, the victim node/nodes will discard the DIS request that enters

the network for a predefined period. Once the time of mitigation has expired, then the network is in its normal state.

5 PERFORMANCE ANALYSIS
5.1 Simulation Platform

We implement and evaluate our methodology by extensive simulation experiments on the COOJA Simulator of Contiki-
NG running on Linux 18.12 (64 bit). The operating system used for memory, network constrained, and low-power
blockchain-enabled IoT is Contiki-NG programmed in C language. This platform provides flexible simulation for the
sensor networks and facilitates the effective implementation of new incoming protocols. Contiki-NG implements
RPL-lite, the default protocol of IEEE. Contiki-NG contains two implementations of the RPL protocol, RPL lite and RPL
classic. RPL lite contains a non-storing mode of operation of nodes and removes the complexity of handling multiple
DODAGsS and instances. The non-storing mode uses less power and memory in which only the DODAG root makes the

routing table, and all other nodes do not have to make the routing table for the downward routes. It uses MRHOF, an

Table 2. DIS and DAO counter difference

Node ID DIS check DAO check

A v X
Vb v X
Ve v X
Vg v X
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=——————— DAO control messages

Fig. 6. Malicious node sends DIS request by changing the address of its outgoing packets

objective function that calculates the rank to make the topology. COOJA is used in our case to test the code for the
emulation of resource-constrained devices and the communication with the realistic protocol before emulating it on

real hardware. Table 3 shows the simulation parameters.

5.2 Network Model

The network configuration contains 30 nodes uniformly distributed with one DODAG root in a 100 x100m square area.
The communication transmission range and the interference range are set to 30m. There is one DODAG root node in
the network, which is node 1, and a total of three malicious nodes, which are randomly distributed in the network and
marked as node 6, node 11, and node 20. All other nodes are client nodes as described in the network diagram. The
packet rate of spam DIS injection is set to 0.1-5pkt/sec. We have used the lowest rate of 0.1pkt/sec to test the low data
rate conditions of the attack and implemented methodology, and DISAM beats every data rate of the attack whether it
is too low or high. Total simulation time is 600 seconds with a 5-time repetition to obtain steady performance results.
The threshold value set for making the neighbor table is 3, and the other threshold set for the mitigation time is 30

seconds. Figure 7 shows the network configuration.

5.3 Energy Calculation Parameter Description

Energy consumption is directly proportional to the number of transmission energy. The transmission process consumes

the maximum amount of energy consumes in sensor networks. The processing energy or the receiving energy is very

minimal as compared to the energy consumed during transmission. So, we can approximate the energy consumed in the
10
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Algorithm 1: Spam DIS Attack Detection and Mitigation Algorithm

input :node id Njg, packet type P;, control message Py, DIS or DAO type T, sender id S;q, check packets Cpg;,
trace table Table, detection function Detect(.), and mitigation function Mitigate(.);
// Step 1: Maintaining Table
if Pr; — DIS then
Table = [S;q, true, false]
Cpkt — DAO
if Table = [S;q, true, true] then
| do nothing
else
// Step 2: Detection
Function Detect():
if Table = [S;4, true, false] > threshold then
discard irrelevant DIS requests
// Step 3: Mitigation
Function Mitigate():
discard incoming DIS requests for t30
if Py; = DIS then

| gotostepl
end
End Function
else
| do nothing
end
|End Function
end
else
| gotostepl
end

output: Spam DIS Attack Mitigation after Detection

network by counting the number of packets transmits in the normal state, attacking state, and the state when DISAM is
applied. The DISAM reduces the number of DIO control packets in the network. Key parameters including the injection
rate of the DIS message and the number of malicious nodes are changed to measure the energy consumption using the
DIO control packet. Blockchain-enabled IoT devices are power constrained. Therefore, in this paper, we measure the
performance in terms of energy consumption by changing key simulation parameters, including spam DIS message
injection rate and the number of the malicious node. Power consumption is the average power consumed by all the
nodes in the network during the simulation. Power consumption for each node is measured by adding up the energy
consumed on CPU ON (listening state), LPM (low power idle state), RX (radio listen state), and TX (radio transmit state).
Packet injection rate is set to 0.1, 0.2, 0.3, 0.4, and 0.5 pkt/sec to emulate low data rate and high data rate scenarios. The

number of malicious nodes varies from 1-3.

5.4 Simulation Results and Analysis

Figure 8 shows the energy consumption against the packet injection rate. The packet injection rate in the network is
measured in terms of the number of broadcasts and received DIO messages by changing key parameters. The spam DIS
injection rate and the number of malicious nodes in the network are changed to measure the energy consumption in

the network. The original RPL and the RPL with adversary show the different energy consumption rates. It indicates
11
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Table 3. Simulation Parameters

575 Parameter Names Values

” Simulation Area 100 X100m

s Number of Nodes 30

oo Simulation Time 6000 sec

w0 Mote Type Cooja Mote

. Mac/Adaptive Layer IEEE 802.15.4/6/6LowPAN

. Radio Model CC2420

s Transmission Range 30m

. Interference Range 35m

s Routing Protocol RPL

aae Mode of Operation Non-Storing Mode
Rank Metric MRHOF

587
588
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590
591
592
593
594
595
596
597
598
599
600
601
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603
604
605
606
607
608
609
610
611
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613
614
615
616
617
618
619
620

Packets Send Interval

Node Distribution

Malicious Nodes

DISA Neighbor Table Threshold
Mitigation Time Threshold

0.1-0.2-0.3-0.4-0.5 (pkt/sec)
Uniform Distribution
6,11, 20

1

30sec

Fig. 7. Valid nodes discard the upcoming DIS requests
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o that energy consumption is directly proportional to the number of malicious nodes and their packet injection rate in

622 the network. Because more malicious nodes exist in the network, therefore, the number of DIS messages increases. The

623 malicious node broadcasts DIS messages by frequently changes its identity to probe for DIO messages. Although the
624 12
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Fig. 9. Energy Consumption against Packet Injection Rate

Trickle timer reduces the redundant DIO messages in the network, the increased spam DIS injection rate restarts the

trickle timer again, and again and the DIO messages increase significantly. Thus, energy consumption increases.

Figure 9 shows the energy consumption against elapsed simulation time by varying the DIS injection rate and the

number of malicious nodes. The RPL with and without adversary indicates that energy consumption increases as time

increase. The malicious nodes quickly increase energy consumption by generating spam DIS requests in the network.

13
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722
723
7 As the multiple spam DIS requests with different fictitious identities increase as time passes, it restarts the trickle timer
725
6 again and again in the network and generates an increased number of DIO packets. Hence energy consumption in the
797 network increases because of increased DIO packets in the network.
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Fig. 12. Performance Evaluation of DISAM against Packet Inject Rate

Figure 10 shows the comparison between the DIS attack and the DISAM technique. The energy consumption against
the packet injection rate is measured. The graph indicates that as the packet injection rate of malicious nodes increases
in the network, the energy consumption increases. But, with DISAM technique shows the lower energy consumption
in the network as compared to the RPL in an adversary state. The DISAM technique reduces the number of malicious
DIO packets in the network and thus mitigates the attack at a constant rate. The DISAM technique is independent of
the DISA injection rate and reduces the attack at a constant rate.

In figure 11, we measure the detection rate of the proposed DISAM technique against energy consumption and
compare the energy consumption between attack state, no attack state, and the state when DISAM is applied. The graph
indicates the greater energy consumption in case of attack and the lowest energy consumption when no adversary
is present. It shows more change in energy consumption between normal states and the attack state. Furthermore, it
presents a slight change in energy consumption between the normal state and the state when the DISAM technique is
applied. It shows the DISAM’s effectiveness in bringing back the adverse network to the normal state and increasing
the network performance.

It can be seen from the graph that how the DISAM technique has worked with the lowest and highest packet injection
rate. When the DISA injection rate is low enough i.e., 0.1pkt/sec the DISAM detects and mitigate it at a constant rate,
and when the spam DIS injection rate is high enough i.e., 0.5, the mitigation scheme has not been affected by this too
and works consistently in all the conditions that show that it is independent of the spam DIS injection rate. Hence, the

energy consumption of the nodes does not increase as the packet rate increases under the DISAM technique.

6 CONCLUSION

A spam DIS attack is one of the energy depletions attacks in which a malicious node generates multiple fictitious
identities and sends a DIS request to increase the transmission process in the network and thus depletes the battery of
15
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the nodes. In this paper, we have implemented the spam DIS attack and proposed its detection and mitigation scheme.
We compare energy consumption in an original RPL, DIS attack, and under the DISAM states. Simulation results show
that the attacking state consumes more energy than the normal state, and under DISAM, slightly more energy is
consumed. Moreover, the DISAM technique detects and mitigates the attack independent of malicious nodes and spam
DIS injection rate. We aim to extend our work on the DIS plus DAO attack and its detection and mitigation scheme in

future work.
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