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Hierarchical risk communication 
management framework for 
construction projects

A B S T R A C T
Risk, as an effect of uncertainty, is associated with every human activity. Like any other 
industry, construction companies are eager to reduce the uncertainty of reluctant 
events. A well-planned risk communication system could contribute to the success of 
a construction project. A proper announcement protocol could be a mitigating lever 
for identified or unidentified risks during planning and monitoring processes. This 
research aims to present a risk communication management system (RCMS) for 
construction companies involved in large projects. The proposed model includes  
a step-by-step communication procedure considering the authority level within the 
organisational hierarchical structure. The model aims to remove the ambiguity of risk 
communications during the construction process under uncertain conditions. It leaves 
no or little room for the emergence of unplanned risks. The proposed communication 
structure has been implemented in GRC cladding construction projects, and the risk 
communication time and response have been significantly improved. 
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Introduction 

Uncertainty and the resulting risks create chal-
lenges for decision-making managers in every sector 
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and every process (Chodakowska, 2020; Sukwadi  
& Caesar, 2022). Construction is one of the activities 
that contribute the most to creating added value in 
countries worldwide; thus, the sector’s problems 
translate into the global economy (Nazarko & Choda-
kowska, 2017; Urbański et al., 2019). On the other 
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hand, global economic fluctuations are expected to 
impact the construction sectors significantly. The 
present instability in the global economy is predicted 
to only worsen in the coming years (Lucchese  
& Pianta, 2020; Yu et al., 2022). Clients, investors, and 
funders are becoming more demanding, discerning, 
less willing to accept risks, and want to minimise risk 
exposure. Therefore, the accounting and project 
finance practice should be integrated with risk man-
agement (Zaleha Abdul Rasid et al., 2011). Large 
construction companies need to realise the shortage 
of funds for future projects. Meanwhile, high compe-
tition leads the construction industry to low profita-
bility (Davila Delgado et al., 2019). 

Driven by the desire to overcome the risks, large 
construction firms need to have a strategy to mini-
mise costs and improve performance. Risk reduction 
contributes to long-term financial stability and, as 
such, should be one of the company’s top goals 
(Ginevičius, 2020). The problem of identifying the 
sources of uncertainty and the probability and sever-
ity of the risks is one of the main impediments that 
construction companies must overcome. The risk 
management capability is important to ensure the 
achievement of goals and to gain a competitive 
advantage (Saeidi et al., 2019). This has led to increas-
ing attention to risk analysis to guide decision-making 
in recent years (Drożyner, 2020; Shevchenko et al., 
2019). 

The research aims to present the risk communi-
cation management system (RCMS) for construction 
companies involved in large projects. The proposed 
model refers to the communication processes and 
considers the level of authorisation in the organisa-
tion’s hierarchical structure. It can be treated as an 
operationalisation of ISO 310000 and such initiatives 
as integrated risk management (IRM) or enterprise 
risk management (ERP). This model allows for elimi-
nating the ambiguity of communication and reducing 
risk in the context of uncertainty in construction 
processes. It leaves little to no room for emerging 
unplanned risks. RCMS supports the achievement of 
business goals by transparent risk identification and 
control. The proposed communication structure has 
been successfully implemented in GRC cladding 
construction projects.

The article is organised as follows. First, it pre-
sents the motivation for the research, the risks and 
their categories in construction projects. The role of 
risk communication in risk management is discussed 
next. Then, the RCMS is introduced. The article ends 
with conclusions. 

1. Literature review

Construction companies must be increasingly 
aware of the problems related to accepting risks of 
highly vulnerable projects that are difficult to manage 
and control. Most insurance companies are no longer 
open to coverage that involves a disproportionate 
amount of risk (Liu et al., 2007; Roy & Gupta, 2020). 
The occurrence of risks can significantly hinder the 
implementation of plans and disturb the development 
of a construction company in the short, medium, and 
long term (Moorhead et al., 2022; Raza & Zhong, 
2022). The risk management process in construction 
projects often has many deficiencies that reduce the 
efficiency and effectiveness of project management 
and the probability of success (Shevchenko et al., 
2019). The inappropriate predominant practice of 
risk identification and analysis in the construction 
industry is mostly based on the assessments of indi-
vidual experts and does not consider the subjectivity 
of individual perception (Bornschein et al., 2020). 

Risks can occur in any construction process and 
at any level of the project life cycle. They influence 
project scope, schedule, budget, and quality (Mulhol-
land & Christian, 1999). Large-scale construction 
projects involve a particularly high risk. Clients take 
significant financial risks due to their investments. 
Architects are responsible for design risks (Aksamija, 
2016). Contractors take responsibility for the risks 
associated with construction implementation. Gov-
ernment agencies are responsible for ensuring that 
regulations and standards have been established at 
the minimum acceptable level. The insurance indus-
try bears the transferable risk of failure of either party. 
Suppliers are responsible for the performance risk 
associated with delivered components and materials 
(Eriksson & Westerberg, 2011; Ritchie & Brindley, 
2007). Besides, risks of hazards, negligence, mainte-
nance, accidents or force majeure can affect everyone 
involved in the project and contribute considerably to 
the construction project’s success (Jarkas & Haupt, 
2015).

Non-industry or sector-specific standard ISO 
31000:2018 Risk management — Guidelines (Inter-
national Organisation for Standardisation, 2018) 
proposes to express risk in terms of risk sources, 
potential events, consequences, and likelihood. It 
introduces a high-level set of principles for effective 
risk management and establishes a framework for 
dealing with risk that needs to be adapted to each 
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sector (Almeida et al., 2019; Moraes et al., 2021). 
Also, it proposed a generally structured approach to 
risk management (Howlett et al., 2022). 

In recent years, several studies have analysed risk 
factors and explored the key success factors in risk 
management. Risks can be classified into categories 
according to various criteria, e.g., macrolevel, mes-
olevel, and microlevel (Yang et al., 2020). Further-
more, risk factors can be grouped into six categories 
related to project, government, client, design, con-
tractor, consultant, and market risks (Shen et al., 
2006). There are categories such as technical, social, 
economic, ecological, and political (Kodym et al., 
2020) or contractual, environmental, financial, eco-
nomic, market, logistical, design, construction, and 
operational risks (Shen et al., 2006). In a hierarchical 
risk structure for construction projects, external, 
operational, project management, engineering, and 
financial categories are distinguished (Rezakhani, 
2012). The main risks to a construction project’s per-
formance in terms of quality, time and cost are tech-
nical, schedule, and financial (cost and funding risks). 
Technical risks result from incomplete design, inade-
quate site investigation, and uncertainty about the 
source or availability of materials and appropriateness 
of specifications. In particular, logistics risks signifi-
cantly impact construction projects since they con-
cern the sufficient availability of such resources as 
construction equipment, spare parts, fuel, labour, and 
transportation facilities. Risk is sometimes shared 
among organisational units in the supply or produc-
tion chain. Risk may be shifted downwards through 
contractual terms and penalties. Flexible supply chain 
strategies are often the way to overcome the logistics 
risk. Construction risks also involve the uncertain 
productivity of resources, weather or seasonal impli-
cations, and industrial relations problems. 

Proper communication is believed to be one of 
the key project success factors. The most common 
definition of risk communication has been developed 
by Covello (1992) as “the process of exchanging 
information among interested parties about the 
nature, magnitude, significance, or control of a risk” 
(Gentili et al., 2020). Risk communication is also 
defined as “any two-way communication between 
stakeholders about the existence nature, form, sever-
ity, or acceptability of risk” (Canadian Standards 
Association, 1997). Risk communication is tradition-
ally associated with natural disasters, public health, 
and food safety. The literature emphasises the evolu-
tionary and interdisciplinary character of risk com-
munication (Balog-Way et al., 2020). Risk 

communications should be viewed as an important 
business process since there is a need to share infor-
mation about risks with stakeholders: employees, 
customers, or the public. The necessity for a practical 
and effective risk communication model, rather pro-
active than reactive, should be among the top priori-
ties for risk management, as the way the risk is 
announced determines a message reception 
(Freudenstein et al., 2020). Risk communication 
encourages accountability and ownership of risk and 
should be a key part of any company’s risk manage-
ment strategy (International Organisation for Stand-
ardisation, 2018).

A good communication system in large construc-
tion projects should involve all people associated with 
the construction projects directly or indirectly. At the 
same time, rules and responsibilities should be com-
prehensible, and risk communication must consider 
the actual public concerns (Doyle & Becker, 2022). 
The risk communication model is intended to clarify 
ambiguities and provide appropriate guidance to be 
applied from risk identification to the risk monitor-
ing and control process (Tufano, 1996). The threat of 
miscommunication during risk management affects 
the performance and costs of the all-project’s aspects. 
However, these costs can be avoided if a proper and 
clear communication model is launched and intro-
duced to all team members associated with construc-
tion projects (Ceric, 2014). 

Analysing the relationship between risk manage-
ment and risk communication according to ISO 
31000:2018, the risk management process starts from 
context establishment and consists of risk assessment 
(risk identification, risk analysis, and risk evaluation); 
the output of the process is risk treatment. Monitor-
ing and review, communication and consultation are 
related to the entire process (Fig. 1). According to the 
standard, communication is a continuous and itera-
tive process of providing, sharing, or obtaining 
information regarding risks and takes place at all 
stages of the risk management process. The relation-
ship between risk management, risk assessment, and 
communication could also be viewed as presented in 
Fig. 2 (Yoe, 2019). From this perspective, risk assess-
ment is a science-based process of describing the 
character, likelihood, magnitude, and consequences. 
Risk management is a policy-based process of prob-
lem identification, information gathering, evaluation 
and implementation of actions to reduce the impact 
and likelihood of problems, shift the unacceptable 
risk to the tolerable/acceptance level, and monitor-
ing. Risk communication means exchanging infor-
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mation about risk to better understand it and make 
improved decisions (Yoe, 2019). Regardless of the 
approach, it is widely recognised that effective risk 
communication is a vital and integral part of the risk 
management process and risk assessment. 

This work is related to risk communication that 
results from the technical and managerial complexity 
of construction projects and can be linked to the 
decision-making process in project management 
tasks in risk management. In this paper, a High Hier-
archical Risk Communication Model associated with 
a Risk Communication Management System is pro-
posed to remove the ambiguity of risk communica-
tions in the construction process in uncertain 
conditions. The main advantages of this risk com-
munication model are (i) consistency and standardi-
sation of procedures, (ii) clear division of 
responsibilities, and (iii) no or little room for 
unplanned risks to emerge. 

 
Fig. 1. Risk analysis framework 

Source: adapted from Yoe, 2019. 

 
 

 

Fig. 2. Risk management process 

Source: adapted from the International Organisation for Standardisation, 2018. 
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Source: adapted from the International Organisation for Standardisation, 2018. 
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2. Risk communication model 

The basic steps of risk communication are identi-
fying the risks, the stakeholders and their concerns, 
and forming and delivering messages (Ndlela, 2019). 
It can be expanded to assessing the impact of the risk, 
implementing mitigation activities, and monitoring 
and reporting the effectiveness of the communication 
efforts. The communication tasks can be divided into 
the initiation (identifying stakeholders and scope of 
issue), preliminary analysis, risk estimation, risk 
evaluation, risk control, implementation (communi-
cation), and monitoring stages (Canadian Standards 
Association, 1997).

The proposed High Hierarchal Risk Communi-
cation (HHRC) for construction consists of twelve 
steps, starting from risk identification and ending 
with risk publication. In each step, the responsibility 
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is assigned to the right person. HHRC and the associ-
ated Risk Communication Management System 
(RCMS) are illustrated in Fig. 3 and 4, respectively.

The required input, the detail of the process and 
the output of each step are as follows:

2.1. Risk identification

The RCMS contains the Risk Title, Initiator 
Name, Date Submitted, Risk Description and Major 
Areas that might be affected, and Risk Response 
Action. The risk identification process is a continuous 

  

Fig. 3. Flowchart of the High Hierarchical Risk Communication Model  
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ongoing task throughout the project life cycle and 
involves anyone, as shown in Fig. 5.

2.2. Risk validation

The Risk Manager (RM) should review the can-
didate risk with the Initiator, as illustrated in Fig. 6., 
to guarantee that the initial information is correct 
and complete. The RM clusters the risks into catego-
ries and assigns a unique identifier. The consultation 
should also be carried out with a Subject Matter 
Expert (SME). The RM determines the validation of 
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Risk Communica�on Management System 
I 1. Risk Iden�fica�on (1) Risk Title 

(2) Ini�ator Name 
(3) Date Submited 
(4) Risk Descrip�on 
(5) Schedule Budget   Scope Quality 

Primary Risk Area: 

(6) Risk Response Ac�on (if any): 
RM 2. Risk Valida�on (7) Risk ID #: 

(8) Risk Validity: Yes     No 
(9) Valida�on Done by: 
(10) Valida�on Date: 

PM 
3. Assigning Risk Owner (11) Risk Owner Name: 

(12) Risk Assigned: 

RO 

4. Qualita�ve Risk Analysis (13) Risk Probability Ranking: 
(14) Risk Impact: 
(15) Risk Exposure Ra�ng: 
(16) Risk Priority:  

RM 5. Qualita�ve Risk Analysis 
Review 

(17) Required Risk Qualita�ve Analysis: Yes     No 

RO 

6. Quan�ta�ve Risk Analysis (18) When Risk Will Be Effec�ve: 
(19) Effect on Cri�cal Path: 
(20) Con�ngency Time Reserve: Min…   Max…   Most likely…   Average…    Standard 

devia�on… 
(21) Con�ngency Cost Reserve: Min…   Max…   Most likely…   Average…    Standard 

devia�on… 
RM 
 

7. Conforma�onal Analysis & 
Recommenda�on 

(22) Analysis Approval: Yes     No 
(23) Risk Cri�cal: Yes     No 
(24) Risk Status: Ac�ve     Not Ac�ve 
(25) Team Member Name: 

TM (26) Team Member Recommenda�on: 

RO 

8. Risk Response Plan (27) Eliminate Mi�gate Accept Transfer 
Select Risk Response Strategy: 
Describe: 

(28) Iden�fy Residual Risk: 
(29) Con�ngency Trigger: 
(30) Con�ngency Plan: 
(31) Fallback Plan Trigger: 
(32) Fallback Plan: 

RM 9. Risk Response Review & 
Recommenda�on 

(33) Risk Response Plan Approval: Yes     No 

RO 10. Risk Monitoring  
& Control 

(34) Current Status: 

RM 11. Documenta�on (35) Create an Issue Report: 
PM 12. Publica�on (36) Publish Risk Status To: 
I: Ini�ator, RM: Risk Manager, RO: Risk Owner, PM: Project Manager, TM: Team Member 

Fig. 4. Risk Communication Management System (RCMS) 

 
  

 
Fig. 5. Risk identification 
 

 

Fig. 6. Risk validation 
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Fig. 8. Qualitative risk analysis 

 

 

 

Fig. 9. Qualitative risk analysis review 

Source: elaborated by the authors. 

 

 

Figure 10. Quantitative risk analysis 
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the candidate risks and determines whether any con-
cern or action is warranted.

2.3. Assigning risk owner

When the candidate risk is determined to be 
unfounded, the risk is withdrawn. If the candidate 
risk is determined to be valid, the Project Manager 
(PM) assigns the risk to the Risk Owner (RO) accord-
ing to RCMS. The RM should meet the RO (and 
SME) to review the risk, as shown in Fig. 7. The RM 
delivers the Risk Response Plane Form (RRPF) to the 
RO and updates the Risk Register.

 
Fig. 5. Risk identification 
 

 

Fig. 6. Risk validation 

 

Fig. 7. Assigning risk owner 
 

 

 

Fig. 8. Qualitative risk analysis 

 

 

 

Fig. 9. Qualitative risk analysis review 

Source: elaborated by the authors. 

 

 

Figure 10. Quantitative risk analysis 

 

 
 
 

2.4. Qualitative risk analysis 

Qualitative risk analysis is a subjective process. 
This process clears the ambiguity about the risk and 
sets the roadmap for further investigation and plan-
ning. During this process, the Risk Owner can be 
assisted by a Team Member or SME. The risk proba-
bility should be investigated to evaluate the frequency 
and the impact of the occurring risk according to 
RCMS, as depicted in Fig. 8.
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2.5. Qualitative risk analysis review

The Risk Manager should review the qualitative 
risk analysis, as illustrated in Fig. 9. The Risk Manager 
should address and discuss results and findings at the 
project team meeting. The Risk Register is updated 
according to the assessment. The Risk Manager is 
expected to address the need for quantitative analysis.

2.6. Quantitative risk analysis

As shown in Fig. 10, the quantitative risk analysis 
addresses at what time risk is effective, the impact of 
risk on the critical path, the contingency time, and 
the cost reserve. Data can be used to extract some 
statistical scales and parameters for assessment.

2.7. Confirm risk analysis  
and recommendations

The Risk Manager must review and confirm the 
output from the risk analysis process and address 
them in the project meetings, as depicted in Fig. 11. If 
the risk is active, a recommendation from the project 
Team Members is required for a better risk response 
plan. The recommendation should follow the RCMS 
platform. A critical risk should be on the watch list, 
and the Risk Register must be updated.

2.8. Risk response plan

As input from the risk confirmation analysis 
process, the RO, the RM, and the Team Members 
should decide upon the best strategy that corresponds 

 

Fig. 11. Confirm risk analysis and recommendation 

 

 

 

Fig. 12. Risk response plan 

 

 

Fig. 13. Risk response review and recommendation 

 

 

Fig. 15. Risk documentation 
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to the particular risk. The process is illustrated in Fig. 
12. The risk can be eliminated, mitigated, accepted, or 
transferred to a third party. Based on the selected 
strategy, the residual risk and risk triggers must be 
identified to develop a contingency and/or a fallback 
plan.

2.9. Risk response plan review  
and recommendation

The Risk Manager reviews the risk response plan. 
A recommendation analysis from the Team Members 
might be significant to implement the strategy effec-
tively, as illustrated in Fig. 13. As a result, Risk Man-
ager should review the recommendations and update 

 

 

Fig. 16. Risk Publication 

 

 

Fig. 11. Confirm risk analysis and recommendation 

 

 

 

Fig. 12. Risk response plan 
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Fig. 15. Risk documentation 

 

the Risk Register with the proposed suggestions and 
actions as per the RCMS.

2.10. Risk monitoring and control

The risk status should be updated in the RCMS 
regularly. If a trigger event is recognised, the contin-
gency plan must be executed. On the other hand, if 
the risk changes its profile or characteristic, the risk 
response plan must be revised, as shown in Fig. 14.

2.11. Risk documentation

The Risk Manager must review the risk status, 
whether a trigger event occurs, and update the risk 

 

 
Fig. 14. Risk monitoring and control 
 
Fig. 14. Risk monitoring and control
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register. In addition, the Risk Manager should create 
a concern for an issue of a management plan if the 
need emerges, as shown in Fig. 15. The required 
information of this level should be addressed in the 
RCMS.

2.12. Risk publication

The Risk Manager should review the risk status 
to take the best advantage of the risk communications 
system, as shown in Fig. 16. The Project Manager 
communicates to the Risk Manager the need to pub-
lish the risk status report according to the RCMS. 
Risk monitoring is an ongoing process until the pro-
ject’s closure.

3. Research results

Poor communication is one of the leading causes 
of project failure, which also applies to risk communi-
cation. ISO 31000 has introduced a set of principles 
and paradigms in risk management. It emphasises 
that effective communication is essential to managing 
risk and understanding the decision made; however, 
the guidelines are very general and need to be custom-
ised. The proposed model addresses the issue of defin-
ing risk communication procedures. The proposed 
High Hierarchal Risk Communication model includes 
a detailed plan with the necessary forms compliant 
with the requirements of ISO and, as such, can be used 
directly when implementing ISO standards. It makes 
the process of risk communication transparent and 
visible to all stakeholders. It clearly defines tasks and 
responsibilities by describing roles such as Initiator, 
Risk Manager, Risk Owner, Project Manager, and 
Team Member. The risk register enables proper collec-
tion and archiving of data for further processing, thus 
facilitating effective risk management.

The risk management policy should include cor-
porate governance objectives in relation to risk. The 
organisation’s strategies should reflect the attitude and 
risk-aware culture. Each time, the risk acceptance 
level (based on risk attitude, appetite, and tolerance) 
must be included to describe and assess the risks. The 
proposed HHRC risk assessment mechanism has 
been designed to facilitate risk identification, assess-
ment, and prioritisation.

The presented risk communication structure has 
been deployed in GRC cladding projects for two years. 
It significantly improved the communication level. 

Emerging risks have been identified and reported 
through the right channels properly. It was estimated 
that the risk communication model improved the 
communication time efficacy by 40%. In addition, the 
proposed communication model proactively identi-
fied the status, progress, variance, and trend and 
reported the risks. The communications occurred 
internally and externally, vertically and horizontally in 
all construction activities as outlined by the High 
Hierarchal Risk Communication plan.

Conclusions

Large construction organisations are capturing  
a narrow market and facing risks that are difficult to 
assess and manage. The proposed Risk Communica-
tion Management System is a useful risk management 
tool throughout the lifecycle of a construction project. 
The twelve-level, high-hierarchy structure details the 
communication responsibilities and sequence of 
steps necessary to effectively manage risk communi-
cation to solve conflict issues during the risk manage-
ment process. The presented procedures transfer the 
authorisations regarding the risks to the appropriate 
person directly or indirectly involved in the project to 
implement the assigned tasks and goals.

The risk communication model eliminates ambi-
guities, reduces the necessary response time, and 
minimises the effect of uncertainties. In addition, the 
communication model provides a tool for controlling 
project meetings by addressing risk regularly during 
project implementation.  Risk communication proto-
col recognises the significance of involving all people 
associated with construction projects in identifying, 
analysing, and designing an effective response plan 
for risks. By following the presented procedures, 
monitoring the risk profile and status can be ensured. 
The proposed communication model positively 
affects the project’s success within scope, budget, 
time, quality, and essential requirements. In future 
research, the presented approach is worth verifying in 
other sectors.
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