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Abstract 

Under scrutiny for the past several years, the adoption of Building Information Modelling 
(BIM), Big Data Analytics (BDA) and Internet of Things (IoT) (together also known as BBI) is 
yet to grow significantly in the construction industry. The industry itself is realising the 
complexity and challenges which admittedly inhibit BBI implementation. The identification 
of these challenges is an imperative precondition for successful implementation of BBI.  
Even though there is a paucity of empirical data in this area, a notable body of research has 
reported such challenges which are the target consideration of this paper. However, no 
study has comprehensively reviewed, and synthesized existing research on the basis of 
treating BBI implementation as an integrated process and viewing these challenges as the 
cause for laggard manifestations, which underpins the originality and value of this study. To 
bridge this gap in literature, this paper primarily undertakes a critical systematic review of 
research around challenges related to BBI implementation. It emphasises a variety of 
important challenges inter-alia, skills and training needs, level of interoperability, 
infrastructure associated costs, data security, privacy, data ownership and supply chain 
concerns. This synthesis shows that BBI implementation is complex and challenging, and 
suggests that the industry as a whole need to take immediate actions. The  need  for  more  
concerted  research efforts  to  bridge  the  gaps  are also identified. Finally, the paper 
proffers recommendations for managers and workers, which have social, technological, and 
economic capability and capacity dimensions. 

Key words: big data analytics, building information modelling, challenges, internet of things, 
systematic review. 

1. INTRODUCTION 

As remarked in seminal construction industry reports, inefficiencies in processes, less 
collaboration and innovation deficiency have caused entrenching and persistent UK 
construction industry problems of fragmentation, less productivity and poor delivery. 
Moreover, the industry has long been subjected to criticism for not being able to meet 
target costs. There are delays, time and cost overruns, deep-rooted adversarial culture, poor 
risk management, fragmentation, improper standards for safety and quality, lack of 
consideration given to life cycle sustainability, high energy consumptions and high waste 
generation (Bryde et al., 2013; Liu et al., 2015; Davies and Harty, 2012). The mainstream 
literature has identified ‘technology’ as one possible solution for overcoming these 
challenges and uplifting the contemporary status of the industry. To that end, Building 



 

Information Modelling (BIM) is advocated as being a technological driver in addressing ‘the 
lack of innovative adoptions’ (Navendren et al. 2014). 

BIM is defined as a collaborative platform (consisting of set of technologies, processes and 
policies) that integrates all the stakeholders in designing, constructing and operating a 
facility (Qadir et al. 2016). Internet of Things (IoT) makes devices (smart phones, remote 
controllers, sensors, actuators) capable of interconnecting and communicating with each 
other over the Internet. The increase in population and billions of devices used in businesses 
that communicate with each other, results in enormous amount of Big Data.  Big Data 
Analytics (BDA) is required to manage these big data to form a sort of understandable 
information, knowledge and valuable insights (Bilal et al. 2016). Data generated from BIM 
can be analysed and managed by BDA and can be used for insightful decisions through IoT.  
This is the concept of BBI.  

2. BBI IMPLEMENTATION: AN OLD BUT NEW CONCEPT 

BIM, BDA and IoT have long been buzzwords associated with innovation, often representing 
an improved quality of life with digitalisation. Nevertheless, the concept of BBI: considering 
all three domains as an integrated process is still at a pristine state. This emerging concept 
targets transforming the way products and services are delivered with the best value by 
achieving sustainable competitive advantage goals. Figure 1 summarises the practical 
application of BBI as an integrated process. 

 

Figure 1- Application of BIM, BDA and IoT in construction 

BBI implementation involves a set of activities undertaken by an organisation to prepare for, 
deploy or improve its deliverables (products) and affected work flows (processes). BBI 
implementation process can be described, with reference to the BIM implementation model 
suggested by Succar and Kassem (2015), as a three-phased approach segregating an 
organisation's readiness to adopt; capability to perform; and its performance maturity. The 
point of adoption is where organisational readiness transforms into organisational capability 



 

and maturity. In order to make a successful BBI implementation, a clear understanding of 
what prevents readiness, capability and maturity is imperative. Hence, this paper is 
specifically focused on the contemporary challenges of BBI implementation.  
 

3. RESEARCH METHODOLOGY AND METHODS 

In order to identify the challenges related to BBI implementation, the paper predominantly 
follows Tranfield et al.'s (2003) systematic review approach; for a systematic review has the 
potential to inform both practice and scholarship of the gaps existing in the literature. For 
practitioners, a systematic review can assist in their decision making process for managerial 
challenges as the review itself provides some reliable knowledge bases through a range of 
findings. For scholars, a systematic review sheds a light in perceiving the robustness and 
rigour in research methodology for the given area as well as an idea generator for future 
research. The systematic review manifests its richness in twofold; firstly, interrogating the 
strength of the research evidence found in past (peer-reviewed) studies and secondly, 
consequently identify fresh, interesting research questions that peer scholars can take 
forward as separate research. This method offered the advantage of being extremely 
specific on the scope: ‘challenges’ and the logical steps required to be followed in order to 
select the articles. 

In terms of theory, the study has demonstrated that the idea behind the concept of BBI is 
not entirely new, analysing BBI separately (with each domain) in the context of construction 
sector provided in the literature. However, these remain little or no studies that have 
considered the three concepts together. The study has explained the academic interest in 
BBI in relation to organisational strategic development. To this end, the paper itself proffers 
significant managerial implications related to BBI implementation to help managers 
understand and grasp these implications as well as suggestions provided for future research 
to help upcoming scholars. 

A systematic literature review has to be systematic (organized according to a process 
designed to address the review questions), transparent (explicitly stated), reproducible, 
updatable, and synthesized (summarizes the evidence relating to the review question) 
(Briner & Denyer 2012). The steps employed for the systematic review is one suggested by 
Tranfield et al. (2003) and Briner and Denyer (2012). This included (1) Identify the review 
question, (2) Locate the study, (3) Study selection and evaluation, and (4) Analyse and 
synthesise the findings from the studies and (5) Disseminate the review findings.   

Step-1 Question Formulation 

The paper firstly provides an overview of the contributions to ‘challenges in BBI’ by 
analysing all the documents retrieved from the systematic review in order to answer the 
following review question: ‘how BBI is positioned in the existing literature, in terms of 
challenges for implementation?’ 

Step 2- Locate the study 

The review has taken in to account all available published and unpublished (journal articles, 
conference articles, conference proceedings, monographs, report chapters, report reviews, 



 

editorial material, theses and working papers) studies as evidences based on best quality 
contributions using ‘search strings’ (Denyer & Tranfield 2009). The key words used were 
‘BIM’, ‘Big Data Analytics’, ‘Internet of Things’, ‘Challenges’  and ‘implementation’ with 
search strings (AND/OR) in major AEC research databases in all fields (subject, title, abstract, 
keywords, full text, etc.), from 2006-2016. The search also expanded in to grey literature in 
google scholar and basic google searches because of the paucity of empirical data available 
to date. The study excluded data received for year 2017 as at, the date that the review is 
consulted; half of the year does not represent the year as a whole. Insignificant number of 
articles was found covering all three domains, while some have addressed more than one 
domain and some were specifically focused on a single domain.  

Step 3- Study selection and evaluation 

The output of the comprehensive search offered a list of studies (Table 1) which helped to 
address the above review question and the list of documents were stored in a citation 
management software package, ‘Mendeley’. Table 1 gives an overview of the raw data 
extracted from each database including duplicates, as documents could be retrieved from 
more than one databases. 

Table 1- Initially selected articles that address the review question 

Consultation date: 27/06/2017; Data set (2006-2016)                                                                                                        
Key theme: Challenges for Implementation 

Total AEC Database 

Singleton Twinned Triplet 

BIM 
only  

BDA 
only  

IoT 
only BIM+BDA BIM+IOT BDA+IOT BIM+BDA+IOT 

Emerald 95 67 31 4 6 5 0 208 
Web of 
Science 68 14 9 3 2 4 0 100 

Elsevier 38 24 6 1 2 4 0 75 

Scopus 93 58 21 6 7 5 0 190 

ITCON 14 6 10 4 4 4 0 42 

Google scholar 86 26 12 7 7 8 2 148 

Other 
unpublished 27 15 16 13 15 14 6 106 

Total               869 

The initial selection was then further sorted with two successive steps: elimination of 
duplicates/ irrelevant documents and verification. The filtered list was then subjected to 
classification into four distinct categories (A-primary subject, B-secondary subject, C-
anecdotal, D-others. The final sample was composed of 121 pieces to review (Table 2). 

Table 2- Document categorisation 

Category Attributes - (BIM 'OR' BDA 'OR' IOT): 
Number of 
documents 

A- Primary subject Are the main topic 12 

B- Secondary subject 
Are not the main topic, but the concept is detailed 
discussed with a strong link to the main topic  36 

C- Anecdotal Are only mentioned (often as a future research 27 



 

avenue) 

D- Others 
Are mentioned but not in the sense of a broader 
concept specifically related to AEC sectors 46 

Total 121 

Step 4- Analyse and Synthesise the Findings from the Studies 

The aim of the analysis is to break down each article content in to constituent parts (in 
terms of challenges identified) and describe how each relates to the other while synthesis 
makes associations between the parts identified in each study (Denyer & Tranfield 2009) . 
The synthesis is a generation of knowledge out of all the information collected which is not 
apparent from reading each individual paper alone. In order to organise the findings, it is 
expedient to build an analytical framework (Mishra et al. 2016) which was built using 48 articles 
from the A and B categories (see Table 2) and extracted the key challenges associated with 
BBI implementation separately for each domain based on a ‘manual content analysis’. Table 

3 summarises this framework. Out of the selected 48 articles nearly 75% were descriptive 
while the rest 25% were prescriptive. The articles were approximately equally distributed 
among conceptual (theory based) and practical (case study based) papers. 

4. CHALLENGES RELATED TO BBI IMPLEMENTATION 

The articles analysed (document types A and B) revealed 63, 68 and 73 challenges for BIM, 
BDA and IoT respectively (See Table 3). Araciyi et al. (2012) in their systematic survey and 
interviews confirm that the practitioners need clear guidance, training and technical support 
for BIM implementation in practice as they are not knowledgeable and experienced about 
BIM. Supporting the same argument, many authors (Davies and Harty, 2012; Merschbrock 
and Munkvold, 2012; Bryde et al., 2013) claim that skills and training needs are on the top 
among barriers for implementation of BDA and IoT. Considering the consensus that has 
been reached in the literature, reluctance to initiate new strategies, benefits not being 
tangible to warrant its use, lack of capital investments, and unfamiliarity of use are some of 
the other challenges common for all three domains (Vrijhoef and De Ridder, 2007; Azhar, 
2011; Singh et al., 2011). 

Table 3- Analytical framework for challenges 

C 
No 

Category of Challenges Number of Challenges 

BIM BDA IoT 

C1 Design-specific 9 4 5 

C2 Project-related 12 13 13 

C3 Industry-related 11 12 11 

C4 Organisational/ strategy attributed 9 10 13 

C5 Technological 10 17 15 

C6 Environmental 12 12 16 

 Total Number of challenges 63 68 73 

Table 4 encapsulates the variety of challenges that were discussed in the literature for BIM, 
BDA and IoT. Out of all the challenges identified, only 15 challenges (from each domain) 
were taken for evidence demonstration. Please note that all the authors who have 



 

identified the challenges in their papers are not cited here- instead few of the authors who 
have mentioned the challenges as ‘most critical’ and evidences which belong to ‘category A- 
Primary Subject’ are only included here. The category that each challenge belongs to 
(According to Table 3) is mentioned in front of each category as from C1-C6. 



 

  

Table 4- Most cited challenges for BBI implementation 



 

Interestingly, many industry/ project/organisation/environmental related challenges were 
common to all three domains while design specific and technological challenges were 
distinctive to each domain (See Figure 2). 

 

Out of the number of challenges mentioned in Table 4, only 6 key challenges (one to 
represent each category and two to represents each domain) are discussed in this paper. 
The remaining challenges will be addressed by a subsequent publication to this. The 6 
challenges were selected on the basis of frequency of citation as mentioned in Table 4, 
through manual content analysis in light of ‘mostly cited’ challenges. Thus, first two 
challenges of each domain are selected (See Table 5). 

Table 5- Refined most cited challenges for BBI implementation  

 Three Domains 

BIM BDA IoT 

C
h

al
le

n
ge

s 1.Education and training 
costs for upskilling staff (C4) 

3.Infrastructure's high costs (C2) 5.Legal Regulatory and Rights 
issues (ownership) (C6) 

2.Inter-operability standard 
issues (C1) 

4.Data security- ethical 
consideration and privacy (C5) 

6.Supply Chain Concerns (C3) 

These challenges are not at the same gravity- one which is most challenging for BIM is 
regarded as least challenging for IoT. Hence the challenges can be ‘moving’ in-parallel with 
the technology development over time. 

5. DISCUSSION 

Challenge-1 (BIM) 

Khosrowshahi and Arayici (2011) have described the need of organisational upskilling for 
successful BBI implementation and how it can be positioned via training and education 
protocols.  However, the authors also claim that this relates to the potential lack of marginal 
utility and risk weighted business benefits to be realised by BIM adoption. Bringing out the 
same opinion, Bryde et al., (2013) highlight the need for providing education and specific 
support services to those who practically trigger the implementation process. 

Figure 2- Relationship between common challenges for BBI implementation 



 

Some positions may need certified standards of education and training. Mastering a 
particular area with proper education and training eventually would prevent employees 
fear/ reluctance to change and promote embracing the change in a positive way. Moreover, 
upskilling through training must target all the tiers of an organisation (See Figure 3). 

 

Figure 3- Dimensions for organisational skills and training needs 

Challenge-2 (BIM) 

The high expectation of information sharing requires organisational interoperability, which 
is often associated with legal requirements in ambiguity about data ownership, copyright 
and data protection (Newton & Chileshe 2012). In a collaborative environment, design data 
exchange should take place between all the interconnected IoT devices. But the actual 
complex scenario of these interconnected devices seriously inhibits the design data flow in 
responses to the incompatibility of data. Bringing an array of different perspectives, Singh et 
al. (2011) affirm that the problems around interoperability often occur due to lack of 
standardised approaches to sharing data across diverse proprietary information systems 
and software; and inability of organisations to share or integrate information across 
heterogeneous information systems. Not only the lack, but also the non-existence of 
interoperability itself often emanates from legally handled disputes because of the 
ambiguity of data ownership, copy right, data protection and confusion of who shares the 
risks and benefits (Mogk 2017). A collaborative platform, arguably, allows access to all the 
involved individuals. In addition, computer systems or software offers the opportunity to 
exchange and make use of information grounded in the common platform. Therefore, 
adoption of ‘open BIM’ concept is regarded as one best solution for ‘common data 
environment’ related issues. A systematic licencing procedure could also help to protect the 
ownership of data where guidance could come from standardised professional bodies. 

 



 

Challenge-3 (BDA) 

Wang and Wiebe (2014) highlight infrastructure associated costs as one big problem for 
BDA implementation. Even though the cloud computing technologies have now reached an 
improved level of maturity, the hardware equipment is still very expensive. This sometimes 
cost more for the organisations. Supporting the same argument, Gandomi and Haider 
(2015) emphasise the potentials of using BDA as ‘endless’ but restricted by the cost of 
technologies, tools and skills. Most organisations are therefore reluctant to invest in such, as 
benefits are not tangible enough to warrant its use and the benefits do not outweigh the 
costs to implement it. 

Many managers claim that the BDA investment costs are way too high (Usmani 2015). Small 
businesses compare their profit with their investments, costs, and claim BDA is not for 
them. In a significant work, Mahamadu, et al. (2014) suggest organisations need to be 
convinced that investing in BDA, is a worthwhile long term investment. Undertaking a SWOT 
analysis to assess the current and future competitive advantages and ‘action planning’ for 
BDA could help to determine whether to go ahead or not (See Figure 4).  

 

Figure 4- Action planning for costs 

Adopted and revised from; (Arayici et al. 2011) 

Challenge-4 (BDA) 

Issues of data security, ownership, privacy and ethical considerations relevant to data 
mining (Jacobsson and Linderoth, 2010; Fayet, 2015; Spiegel, 2015; Ariker, 2014; Crouch, 
2016) are some of the major reasons why organisations stop halfway through their big data 
journey. In an era where protecting privacy in the digital age is a prime challenge, 
organisations are more concerned with streamlining the processes. The threat of location-
based information being collected by BD applications and transferred over networks, where 
city is smartly connected with strong IoT power, results in higher risk of privacy. It is 
increasing the case that the more data sources become ubiquitous, the more the threat to 
data privacy and security. In terms of security, systems that are vulnerable to malware 
attacks are commonly known as a threat to data security. It has been identified that, 
inadequate security controls to ensure information is securely locked up and no third party 
is able to hack in to the system is one major cause of this.  Consequently, third parties 



 

receive endless opportunities to access the network flows/ system.  The need for forensics 
and intrusion detection has been a major concern in the prevailing digital age; however this 
is not entirely addressed.  

Challenge-5 (IoT) 

As long as real time data is shared over connected socially embedded devises, the 
ownership is at a high risk (Roussey, 2016; Byfield, 2016; Dutton, 2014; Gaura et al., 2015; 
Lima, 2015; McCauley, 2016; Mitchell, 2015; Sarkhel, 2016). It is generally perceived that 
the receiver/user and the producer/ sender own the IoT data. On the contrary, Sivarajah et 
al., (2017) argue that this ideology is very ambiguous and still needs to be settled, for the 
ownership gives the right for some party to control and ensure the accuracy of information. 
Once the ownership becomes unclear, the information accuracy and maintenance / control 
also become weak. Extreme sensitive data transferred through IoT without well-defined 
ownership results in mounting errors and may further lead to inconsistent data where 
misinterpretations are made. Ownership often categorised as a ‘deep social issue’ 
(Migilinskasa et al., 2013) as the creators always expect an acknowledgement for their 
effort. 

Challenge-6 (IoT) 

Since functionality is not the only concern, cost and industrial reliability also play a major 
part in early adopters to encourage IoT implementation. It is therefore vital to maintain the 
integrity of the supply chains (Chapin et al. 2015; Banafa 2017). Borgia (2014) emphasises 
the fact that, IoT elements that are used within critical infrastructures need direct concern 
with respect to politics, public opinion, and other industrial perspectives. To this end, it is 
important that organisations must consider how they can maximize transparency and 
standardisation in their contribution to supply chain. The potential source of resistance can 
be maximised by creating devices according to an open standard that is agreed by the 
supply chain partners. This can then be evaluated as progress, to make sure that only the 
approved and agreed application techniques/ hardware/ software is employed. 

6. CONCLUSION RECOMMENDATION AND FUTURE RESEARCH 

There are number of challenges in the implementation of BIM, Big Data Analytics and 
Internet of Things in AEC sector. The study deployed a systematic review approach to 
critically reviewing existing literature around key challenges for BBI implementation. Out of 
all challenges identified in 6 different categories, only 6 key challenges were taken (two to 
represent each domain) for the discussion in this paper.  These are: Education and training 
costs for upskilling staff, Inter-operability standard issues, Infrastructure's high costs, Data 
security- ethical consideration and privacy, Legal Regulatory and Rights issues (ownership) 
and Supply Chain Concerns. The challenges take economic, technological and social 
perspectives as well as significant managerial implications. There is also an ample scope for 
research to investigate motivational constructs, and business case positioning that 
promotes BBI implementation. Being destined to intensify over the years, BBI requires to be 
ensured that this practice is thoroughly studied to help organisations for successful 
implementation. 



 

Social Dimensions 

During an innovation transition period, support from the top management is crucial in 
formulating strategies and directing people. The need for a participative, democratic style 
leadership which encourages subordinates to be involved in implementation decisions 
encourages creativity and to feel able to suggest novel ideas without fear of disapproval is 
recommended for the social/ cultural well-being.   

As underlined by Martinko et al. (2014), changing people’s behaviours to handle new tools is 
one of the biggest reasons for people being reluctant to adopt new technologies. Therefore, 
getting people to understand the potential and the value of BBI over traditional approaches 
and adapting existing workflows to lean-oriented processes need to be a key concern in 
implementation process. Further, according to J-curve as suggested by RICS BIM adoption 
guide, the stages of any implementation often involves an actual steep fall from current 
status than expected in order to reach the desired outcome, where the value creation is 
born. This is an important fact that the managers need to bare in their mind in strategic 
planning. 

Technological Dimensions 

As technology become more pervasive and integrated into our daily lives, it is crucial to 
ensure that the users trust IoT devices and BDA services to be secured from vulnerabilities. 
As a matter of principle, developers/vendors and users both are collaboratively obliged to 
ensure their protection against security and privacy threats. In order to seize the benefits, 
strategies will need to be placed to respect individual privacy choices, ownership and data 
protection while fostering innovation in new technology services. On the other hand, even 
though full interoperability across products and services is not always feasible, there are still 
options that can beat fragmentation. Appropriate, generic and open standards, policies and 
regulatory structures will greater user benefits and innovation opportunities. 

Economic Dimensions 

The  BBI concept   has  a  major   potential for use in construction life cycle management, 
providing a central focus on the collaboration between parties involved, in which saving are 
made in cost, time and quality. Moreover, the potential value of BIM, BDA and IoT could be 
gauged, when the analytical information is leveraged to the drive decision-making process. 
Many research studies have evidently proven that BBI is capable of adding substantial value 
and competitive advantage for organisations by taking corrective and effective decisions 
based on systematically analysed data. To that end, managers must make long term 
strategic plans to gain real value over cost.  

 

Avenues for future research 

The review has led to the following research suggestions: 

 Highlight the importance of IP and copyright, insurances and potential  liabilities, 
contractual and regulatory legal aspects behind BBI implementation 



 

 Improve the identification of the risks associated with BBI implementation in order 
to help organisations successfully trigger their innovative strategy in this regard; 

 Further explore knowledge, skills and training protocols and process mapping to 
address the ‘skills and training needs’; 

 Consider different financing options for the organisations who substantially strive 
towards BBI adoption 

 Defining a more firm-perspective organisational cultural aspects that support BBI 
implementation 
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