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Abstract: Cities around the world are being wrecked by the ever-increasing bur-

den of traffic. Smart cities are a recent innovation perceived as a winning strategy 

to cope with some severe urban problems such as traffic, pollution, energy con-

sumption, waste treatment. This concept is attracting significant interest in the 

world of technology and sensors. Governments can streamline the way cities are 

run, saving money and making them more efficient as a result. Rapid urban devel-

opments, sustainable transportation solutions are required to meet the increasing 

demands for mobility whilst mitigating the potentially negative social, economic, 

and environmental impacts. This study analyses the smart mobility initiatives and 

the challenges for smart cities with connected and autonomous vehicles (CAVs), it 

also highlights the literature that supports why CAVs are essential for smart main-

tainable development as part of the intelligent transportation system (ITS). 

 

Keywords: Smart cities; Smart mobility; ITS; IoT; Security; Connected and Au-
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1. Introduction 

 
For the majority part of the 20th century, the concept of smart city was only 

science fiction pictured by the popular media. But very recently with con-

siderable progress achieved in the development of computing and electron-

ic devices, the vision that an entire city could be transform into a smart 

town is becoming a reality [1]. The idea of the smart city captured most 

people attention during the last decade as a blend of beliefs on how tech-

nology in general could be used to transform how cities around the world 

work, while improving their competitiveness, offering new ways of solv-

ing problems linked to poverty, social deprivation, pollution and poor en-

vironmental issues [2]. Smart cities are often seen as collections of intelli-

gent devices installed across the city able to communicate with each other 
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while providing constant data on the movement of people and objects. 

Over 50% of the world population now live in cities and it is expected that 

by 2050, cities will be home for about two-thirds of the world inhabitant 

[3]. As the population in cities continue to rise, the need for mobility as 

well as its burdens on the environment, social stability and the economy 

will grow rapidly [4]. People are attracted to cities mainly because of all 

the great opportunities they offer. In cities people are able to live and 

work, companies are able to settle, grow and recruit competitive staffs, 

young people able to go to schools and universities. However, cities are al-

so places for diseases mainly because in cities there are high volumes of 

cars, traffic, CO2 emission, high cost of living where waste production and 

pollution are worse. The possible applications of smart vehicles such as 

connected vehicles (Car2X technologies), autonomous vehicles (AVs) as 

well as connected and autonomous vehicles (CAVs) are wide-ranging, 

spanning on a variety of different sectors. CAVs appear to be a possible 

answer to contemporary transportation problems. Mass adoption of this 

emerging technology as a mode of transportation will reduce issues linked 

to emissions and energy consumption, while improving traffic flow, acces-

sibility and efficiency of transportation systems, road safety, and city effi-

ciency among other benefits [5, 6, 7, 8]. The deployment of CAVs will 

provide a time and space for other activities to take place from catching up 

on emails to watching TV. This chapter defines the concept of smart cities, 

it analyses connected autonomous vehicles (CAVs) as a prospective future 

mobility solution for smart and sustainable development. We will also 

identify challenges and security threats of CAVs as critical risks to the ex-

pansion of smart and sustainable cities around the world.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1 A graphical depiction of connected autonomous vehicles equipped 

with technologies such as Lidar, video camera, positioning estimator, distance 

sensors. These vehicles can “talk” to each other exchanging information such 

as vehicle size, position, speed, heading and turn signal status. (Image extracted 

from www.trucks.com and adapted). 

 

http://www.trucks.com/
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In Figure 1, video cameras are mounted near the rear-view mirror, the 

camera detects traffic lights and any moving objects, the Lidar positioned 

on roof of the car as a rotating sensor scans the area in a radius of 60 me-

tres for creation of a dynamic, three- dimensional map of the environment. 

A position estimator which is a sensor mounted on the left rear wheel 

measures lateral movements and determines the car’s position on the map. 

Distance sensors made up of four radars, three in the front bumper and one 

in the rear bumper, measure distances to various obstacles and allow the 

system to reduce the speed of the car.  CAVs will also be equipped with an 

event data recorder or EDR also referred to as automotive black box, re-

cording information related to vehicle crashes or accidents.  

 

The main contributions of this paper are as follow: (1) We present 

CAVs as the way forward and future for intelligent transportation system. 

(2) We analyse the capabilities of this technology to optimise network ca-

pacity, reduce congestion, make people’s journeys stress free and increase 

safety and reduce pollution. (3) We explore the main challenges CAVs are 

facing while highlighting the key literature to encourage dialogue and en-

gagement with national and local government, network operators, the au-

tomotive industry, technology providers, the logistics sector etc– as well as 

all the different stakeholders for who the road network is fundamental to 

connecting people and places.    

 

The rest of the paper is organised as follows. In section 2, we explore 

the concept of smart city and its challenges. In section 3 we discuss how 

sustainable mobility could be reinvented for smart cities. Section 4 evalu-

ate how transportation could become eco-friendly. Section 5 review the 

impact of CAVs on KPIs for smart cities. Section 6 explores the barriers to 

CAVs implementation and Section 7 presents our conclusion and future 

work. 

 

 

2. Smart city concept and challenges  
 

In the early 1990s the expression "smart city" was coined to indicate a city 

that has been transformed to a modern urban landscape with the effect of 

globalisation, extensive usage of technology and innovation [9]. In the past 

few years, this concept has attracted significant attention in the context of 

urban development policies and from various governments interested in 

collecting more and more data about their population. In this setting, secu-

rity agencies, law enforcement organisations, secret services and other rel-

evant bodies will be able to monitor, collect and analyse data about the 
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movement of people going to school, work, libraries, hospital and other 

community services, goods, traffic information, power plants activities, 

waste management, water supply networks, energy facilities in real-time 

[10]. It is very important to recognise that infrastructure is a vital element 

for smart cities. Technology is one of the tools that make it possible but 

fundamental for the city to be truly smart, there should be a connection, 

combination and integration of all parts of the puzzle. For cities to gradual-

ly assume a critical role of leaders in innovation in sectors such as busi-

ness, transportation, health in the digital economy, e-services enabled by 

internet and broadband network technologies are very important. Around 

the world, as cities continue to grow, more and more people are pursuing 

better lifestyle, challenges related to economic development, population 

growth and social progress seriously need to be considered carefully. In 

the reviewed literature, challenges have been identified and classified in 

six main city dimensions: Governance, Economy, Mobility, Environment, 

People and Living; see table 1. They represent the specific aspects of a city 

upon which smart initiatives impact to achieve the expected goals of a 

smart city strategy (sustainability, efficiency and high quality of life). Ad-

dressing the problems and development priorities of cities in a global and 

innovation-led world is the most important challenge of smart cities. Table 

1. shows a possible classification of smart cities challenges: 

 

 
Table 1. Challenges in European cities [11]. 

Governance Economy Mobility Environment People Living 

Flexible  
Governance 

Unemployment Sustainable 
mobility 

Energy saving Unemployment Affordable 
housing 

Shrinking  

cities 

Shrinking  

cities 

Inclusive 

mobility 

Shrinking cities Social 

cohesion 

Social 

cohesion 

Territorial  

cohesion 

Economic  

decline 

Multimodal 

transport 

system 

Holistic  

approach 

to 
environmental 

and energy 

issues 

Poverty Health 

problems 

Combination 

of formal and 

informal gov-
ernment 

Territorial  

cohesion 

Urban 

ecosystems 

under 
pressure 

Urban 

ecosystems 

under pressure 

Ageing 

population 

Emergency 

management 

 Mono-sectorial 

economy 

Traffic 

congestion 

Climate change 

effects 

Diversity as 

source of 

innovation 

Urban 

sprawl 

 Sustainable 

Local econo-

mies 

Non-car 

mobility 

Urban sprawl Cyber Security Safety and 

Security 
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 Social diversi-

ty as source of  

innovation 

ICT 

infrastructure 

deficit 

  Cyber Secu-

rity 

 ICT infrastruc-
ture deficit 

    

 

 

Governments around the world who aspire to develop smart cities really 

need to change their governance models. Reduction of greenhouse gases 

emission, sustainable development, improvement of the energy efficiency 

of urban infrastructures are some other societal issues that should be ad-

dressed. In smart mobility, the overall challenge is to accomplish an inclu-

sive, sustainable and efficient transportation system of people and prod-

ucts. This could be achieved with the introduction of CAVs. On one hand, 

deploying a multimodal public transport system also known as combined 

transport system, making public transport accessible to all people and en-

couraging alternatives to car-based mobility are the three focus points that 

will allow improvement of connectivity, reduction of congestion and pol-

lution in cities [11]. On the other hand, as a follow up to the Paris Agree-

ment adopted by consensus in 2015 on the necessity for countries to deal 

with greenhouse-gas-emission and achieve a sustainable development, 

there is a rising ecological demand for cities around the world to find ways 

of reducing energy consumption, CO2 emissions and pollution. Cities able 

to prioritise those crucial aspects and overcome the challenges listed above 

are crucial elements that set apart cities when it comes to good quality of 

life.   

 

 

 

3. Smart sustainable mobility for smart cities  
 

During the last 50 years, the sizes of cities have been growing considerably 

all over the world and it is predicted that city dimensions will increase 

even more in the future. In the past, to resolve the growing urban environ-

ment needs, most governments used to build more road and streets. Today, 

due to the lack of public funds and physical space, the transport network 

with a reduced capacity and the increased size of the population, is becom-

ing overloaded, creating more congestion, CO2 emissions and serious dis-

ruptions to citizens [12]. 

 

Mobility as we know it today must be carefully evaluated, considered and 

re-invented. At this moment in our development, we are at a junction for a 

paradigm shift that will encourage the increase use of smart mobility ser-
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vices with ultra-efficient vehicles, renewable energy, cooperative systems, 

innovation and optimization of cities resource allocation with ITS. In a bid 

to deliver better services to the citizens and increase the quality of life in 

urban spaces, smart cites are considered to be a winning strategy to en-

hance environmental quality [13]. Mobility is recognised as one of the 

most important elements to support the functioning of the urban area for a 

better quality of life. Yet, major issues such as traffic jam, the time it takes 

to cross the city, the bad state of work life balance, street congestion and 

the excessive price of public local transport services are only some of the 

negative impacts and problems it produces. Smart mobility with CAVs ap-

pears to be one of the most promising aspects of smart cities with the ca-

pability to substantially improve the quality of life of most city workers 

and the stakeholders [14]. The following six categories summarise the 

most important smart mobility objectives retrieved from existing literature 

[15, 16].   

 

1. Reducing pollution; 

2. Reducing traffic congestion;  

3. Increasing people safety; 

4. Reducing noise pollution; 

5. Improving transfer speed; 

6. Reducing transfer costs. 

 

Additionally, smart mobility systems include a range of interventions with 

AVs and CAVs that must be viewed through a wide-angled lens as a tech-

nology involving several disciplines (psychologists, sociologists, computer 

scientist and engineers). These systems use all the paradigms comprising 

the smart city which includes digital city, green city and knowledge city. It 

also includes both actions concerning the mode of transport which affect 

the behaviours of residents and the introduction of vehicles with certain 

characteristics. [17] portrayed the AV emphasizing on key concepts such 

as “Connected” and “Big Data”. Indeed, in the future we will not only 

have connected vehicles better known in the research community as 

VANET (Vehicular Ad-hoc Network) able to talk with each other (V2V) 

and to infrastructures (V2I). These vehicles will be autonomous equipped 

with internet and communication capabilities as part of the internet of 

things, ensure communication between all contributing agents and stake-

holders such as pedestrians, road infrastructure (road side base stations or 

intelligent traffic lights…), authorities, other vehicles. Figure 2 depicts a 

conceptual representation of a connected system.  
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Figure 2. A representation of connected vehicles and infrastructure [18]. 

 

With ITS and the increased integration of information and communication 

technology, it is beyond doubt the question now is not whether the whole 

transportation system will be transformed and revolutionized, but how 

soon would this happen. Smart technologies will be introduced at all stages 

of the systems including vehicles, traffic light, surrounding infrastructure, 

systems management, energy supply and the delivery of services around 

the city. This trend continuing gradually will form a powerful intelligent 

ecosystem on one hand part of the internet of things (IoT) where objects 

and devices inevitably collect and share that data that they receive, and in 

another hand part of the internet of everything (IoE) where cities are able 

to bring together data collected from people, processes and things in a bid 

to make networked connections more relevant than ever before, turning 

eventual random data into information and knowledge to create richer ex-

periences and unprecedented economic opportunities for individuals, busi-

nesses or even countries .  Autonomous vehicles equipped with communi-

cation facilities will have the ability to monitor and collect valuable data 

about their surroundings and provide important information to other road 

users and infrastructure systems. The IoT and IoE will make communica-

tion between all pieces of the puzzle possible by enabling a whole range of 
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service automation and optimization. As part of the solutions proposed in 

existing smart mobility literature, it appears that concepts such as car-

sharing may become very popular. It is expected that CAVs will be elec-

tric. Car-sharing is a service that allows you to use a car reservation, pick-

ing it up and bringing it back to a parking lot and paying due to the use 

made. It allows reduction of urban congestion, reduction of polluting emis-

sions (gas and noise), reduction in employment of public space and, in 

general, a new push towards the use of public transport [19]. TESLA com-

pany with their new business model is one of the leading car manufactur-

ers developing electric vehicles (EVs) equipped with powerful, high per-

forming, reliable and cost-effective batteries. These initiatives are part of 

the movement to combat climate change. Eventually, new vehicles pro-

ducers will innovate and promote green and sustainable mobility. As a 

strategy to gradually migrate from conventional vehicles running on gaso-

line or diesel, car manufacturers may develop hybrid vehicles at the begin-

ning and progressively move to electric vehicles powered with batteries. 

This move will ultimately disrupt several sectors and have a huge impact 

on the oil industry. On one hand, authorities should put in place infrastruc-

ture and policies supporting sustainable mobility such as the creation of bi-

cycle lanes or interventions aimed at changing mobility as the creation of 

restricted traffic zones. The expansion or creation of bicycle lanes is an in-

tervention that is closely linked to the use of the bicycle as a mean of pri-

vate transport and could have positive effects on the spread of bike-

sharing; On the other hand, a series of integrated policies that can be im-

plemented to change the mobility system, in particular by the public deci-

sion maker (for example: incentives for the use of less polluting fuels, tax 

incentives or measures such as higher taxation on polluting fuels). One ef-

ficient way to achieve lower greenhouse gas emissions is by Intelligent 

Transport Systems and Services (ITS) that utilizes information and com-

munications technologies. ITS helps achieve transport policy goals by 

shifting the focus from expensive transport infrastructure construction to-

wards efficiency and fluency of mobility and logistics while creating and 

enabling new business. It must be noted that the introduction of ITS tech-

nologies will also significantly contribute to improved efficiency, safety, 

environmental impact and overall productivity of the transportation sys-

tem. 

 

 

4. Eco-conscious provisions for public transportation  
 

Saying that we are connected to the World Wide Web (WWW) generally 

means to people that we are using our smart phones, smart watches, tablets 
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or computers to access the internet. According to [20], in the year 2008 the 

number of things connected to the internet somehow surpassed the number 

of people on earth. By 2020 it is estimated that the number of items and 

things connected to the net around the world will be over 50 billion shap-

ing a rich digital environment. These elements will be shaping the very 

fabric of our digital culture with numerous sensors embedded to our mo-

bile devices storing and sharing data about our lives. In the future, smart 

cars will also be part of this ecosystem. South Korea is known as the most 

wired country on earth with fast internet connection and an impressive 

broadband connection even superior to the one currently in the UK. People 

spend a considerable amount of time on the internet. In some places, the 

internet is now classified as an addiction. More and more people are 

spending considerable part of their lives online. With Intelligent transpor-

tation systems in smart cities, vehicles will be mobile platforms more like 

computer on the road or rather computer network on the road together with 

huge scale cloud infrastructures and other network-enabled devices. Vehi-

cles will have the ability to cooperate and interact with each other and road 

side base stations therefore creating value across numerous sectors in 

smart cities.  

 

While being driven by autonomous technologies, people will be able to 

read, watch movies, play games, sleep or work and be more productive. As 

part of the process to realise the truly sustainable smart city vision tech-

nologies around the world should focus their energy in developing applica-

tions and devices with IoT capabilities. Enabling things and objects such 

as street cameras, traffic jam control systems, sensors for transportation 

times to be smarter. This will then give access to applications’ developers 

access to these devices data through application programming interface 

(API) technologies.  

 

In most advanced European cities, transportation is regarded as one of the 

main activities for daily living. Most commuters spend on average an hour 

or more per day travelling [21]. London is a multicultural city and many 

people work in London but live outside the city mainly because of the high 

prices of accommodation. The city aims at providing various modes of 

transportation (e.g. buses, trains, boat, trams, metros, “rentable” bikes and 

flying car in the future) while considering the environmental effects given 

that 12% of global CO2 emissions are caused by transportation means [22]. 

In a sustainable global system, the three pillars of sustainable development 

are Environmental, Economic and Social [23]. According to a study of UK 

air quality [24] road pollution is more than twice as deadly as traffic acci-

dents, while car pollution causes severe heath damage and risks in prema-
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ture deaths [25]. On the other hand, one needs to take into consideration 

the emerging landscape: cities going digital by deploying various sensors 

and additional information is provided by individuals through their mobile 

devices. In this context, IoT as an underlying technology aims at creating 

smart environments / spaces for energy and mobility (as described by the 

European Research Cluster on the Internet of Things [26].  

 

 

5. Green Mobility and the impact of CAVs on KPIs  

 

There are multitude possible applications of CAVs across several sectors. 

This may include military to save soldiers in dangerous combat zones 

without risking more human lives, in the marine for example to search 

missing planes and other precious items in dangerous deep sea, aerial, this 

is already been used for example armed drones (remotely piloted aircraft) 

have been used by US and UK forces to carry out strikes in area such as 

Afghanistan to locate and eliminate terrorists [27]; space where unmanned 

spacecrafts could be launched in deep space to explore and seek new life in 

faraway locations where no man has gone before [28, 29] public roads, 

private and public transportation, to children and, elderly passengers, disa-

bled people and the public in various location within the city. The technol-

ogy can also be used in warehousing, in agriculture, with drones able to in-

spect and monitor crops and other resources, working in dangerous and 

unsafe environments such as nuclear facilities or locations with landmines. 

It can also be used to deliver humanitarian aid to populations in disaster 

zones around the world. The British government is actively considering the 

potential for UK to adopt this technology particularly in the roads sector 

[30]. As CAVs become a reality, they will have a growing impact on a 

range of Key Performance Indicators (KPIs) measured by cities and road 

authorities as indicated in the table 2 below:    

 

 
Table 2. The impact of CAVs on KPIs (Adapted from [31]). 

KPI CAV impact on KPI 

Journey time relia-

bility 

Due to CAVs ability to drive closer together, the 

impact caused by congestion will be reduced. The 

adoption of CAVs will increase roadway capacity 

without impacting on safety since machines can 

keep minimum distances and still drive safely 

when compared with human drivers. 

Journey time reliability will be expected to in-
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crease as incidents and accidents will be reduced.   

Traffic volume It is still not very clear what is going to be the im-

pact of CAVs on traffic volumes, but it is believed 

that CAVs will lead to a huge reduction of vehicles 

on the road network because of the car share 

scheme.  

At the same time there may also be an increase in 

the traffic on the roads due the opportunity CAVs 

provides to children, elderly and disables passen-

gers. 

Road safety It is believed that 90% of all accidents are caused 

by driver error, therefore, by handing driving du-

ties over to computers and technologies, it is be-

lieved that the number of crashes will significantly 

decrease. And where collisions do occur, their se-

verity rate is expected to be reduced as CAVs will 

be able to react quicker than the average human 

driver, thus mitigating the severity of the collision.  

Safety of the most 

vulnerable road us-

ers 

CAVs will be developed with advanced technology 

devices such as Lidar, sensors, camera and several 

processors able to predict vulnerable road users’ 

actions, therefore it will improve safety of the most 

vulnerable road users (children, disables, elderly 

people…)   

Ensuring the road 

network supports 

economic growth 

potential 

By reducing congestion on the road network and 

improving journey time reliability, the road net-

work will support the economic growth potential of 

an area by allowing efficient and reliable mobility. 

Reduce carbon emis-

sions associated with 

road traffic 

On a per vehicle basis, carbon emissions will be 

expected to fall as CAVs are adopted as the tech-

nology which will improve driving efficiency (for 

example reducing stop/ start driving conditions). 

However, if there is an overall increase in traffic 

on roads then aggregated carbon emissions may 

remain static or increase. 

Reduce the negative 

impact of road traffic 

on local air quality 

As with carbon emissions, on a per vehicle basis, 

local air quality conditions will be expected to im-

prove. As Connected and Autonomous Vehicles 

are adopted, the technology will improve driving 

efficiency. 

However, if there is an overall increase in traffic 
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on roads then local air quality conditions may re-

main static or worsen. 

An accessible and 

integrated road net-

work that provides 

equal opportunity for 

use 

CAVs will open up the road network for equal op-

portunity use. This will increase mobility options 

and travel horizons for large sections of the popu-

lation, resulting in increased economic, social and 

well 

being opportunities. 

Freight optimisation From connected platooning to automated and pre-

dictable last mile deliveries, CAVs will have a role 

to play in optimising and streamlining logistic 

movements. This in turn will help to improve the 

ability to both schedule and meet reduced delivery 

times, helping improve customer loyalty and satis-

faction. 

Increase the number 

and 

proportion of people 

using 

active modes of 

travel (walking and 

cycling) 

The impact of CAVs on the number of people us-

ing active modes of travel is unknown. Persons 

currently using active travel modes because they 

cannot drive or do not have access to a vehicle may 

be able to use CAVs, thus reducing the proportion 

of people using active travel modes. Conversely, 

the improvements in road safety resulting from 

CAVs may lead to more people cycling or walking. 

 

On average, today’s cars are parked about 95% of the time [32] leaving 

huge transportation resources unused for a large portion of the day. With 

this technology being gradually introduced, we will have less parking in 

the city as most vehicles will be on the move. Furthermore, CAVs will be 

able to drive very closely from each other, without impacting on safety 

since machines required less time to react when a hazard occurs compered 

to normal human drivers. This will increase roadway capacity and allow 

more houses to be built, more business to settle and more commercial cen-

tres to open. We believe that these vehicles will be electric and possibly 

able to also charge themselves with limited or no human intervention. 

They will be using very powerful batteries. TESLA is one of the leading 

car manufacturers invested in car battery technology. This potential disrup-

tive technology will create greener mobility with less CO2 emission.  
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6. Barriers to connected autonomous vehicles implementation 
 

Although CAVs offer considerable benefits, applications and opportunities 

in transportation, it is undeniable that their implementation will also pre-

sent huge challenges to governments, car manufacturers and other related 

industries around who will have to face and work together to overcome the 

challenges. The speed and the nature of CAVs mass adoption are far from 

guaranteed. This will depend largely on how the technology is introduced 

to the market, their cost, the transportation laws and regulations put in 

place to preserve safety and privacy of their users. The following sections 

outline some of the barriers to CAVs implementation. CAVs and AVs 

technologies are being tested in several cities across the world, global 

agreed standards and regulations are required and for the UK government 

to express their full confidence on the technology, the following challenges 

must be addressed. 

 

6.1 Consumer acceptance 

 

Since Norman Bel Geddes envisioned cars able to drive themselves with-

out human intervention in the 1939 World's Fair General Motors exhibit 

Futurama, AV technologies has significantly improved. Connected Auton-

omous Vehicles (CAVs) will be here much sooner than most people expect 

and will lead to major changes to transportation, our cities and society. The 

car manufacturing industry used to be area of mechanical engineering. 

With advances in electronics, robotic and computer science, software 

companies such Google are somehow leading the race. More than 50% of 

innovations in vehicles today are electronic. In the early 2000s, several 

universities took part in the Defense Advanced Research Projects Agency 

(DARPA) challenges in (2004, 2005 & 2007), most car manufacturers 

(Mercedes, BMW and Tesla) and some other technology companies 

(Google, UBER) are actively developing and testing AVs but there are 

several barriers to the introduction of this disruptive technology. At first, 

many consumers may be reluctant to put their lives in the hands of a robot. 

Recent studies and surveys have shown a split in opinion on whether peo-

ple would like autonomous capability to be available in their vehicles or 

not. Therefore, mass acceptance of this technology could take a long time. 

This could be the case particularly if there are accidents involving even 

semi-autonomous vehicles early in the adoption phase, whether it was the 
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fault of the autonomous system or not [33, 34]. The transition from hu-

mans as drivers to humans as mere passengers in a car that drives itself is a 

major one. People generally have emotional connections with their vehi-

cles. Therefore, are drivers willing to give up direct control over their ve-

hicle and under what conditions? If automation of vehicles is not accepted 

by the users and users refrain from using the technology, the impact of au-

tomation on traffic flow efficiency, traffic safety and energy efficiency is 

mitigated. It is, however, not yet clear to what extent users accept automa-

tion and what the determinants of consumer acceptance of automation are  

[35]. Further, societal acceptance is pending with issues like safety, trust, 

security, privacy concerns, etc.  Therefore, mass acceptance of this tech-

nology could take a long time. 

 

 

6.2 Vehicle costs 

 

 

[36] highlights that the cost of most autonomous car technologies ap-

plications for military and civilians is about $100000. This is almost 

inaccessible for most people in the UK. Today the high-end automotive 

Lidar systems mounted on the roof of these cars is estimated to about 

$75,000. The hope is that with mass production and notions related to 

Moore’s Law may also apply here to allow the prices of this technolo-

gy to come closer to the conventional vehicles prices. J.D. Power and 

Associates’ survey [37] found that 37% of persons would ‘‘definitely’’ 

or ‘‘probably’’ purchase a vehicle equipped with autonomous driving 

capabilities in their next vehicle. Nevertheless, costs remain high and is 

therefore a key implementation challenge, due to the current unafford-

ability of even some of the more basic technologies. 

 

 

 

6.3 Legislation liability and litigation 

 

In large cities, national and local authorities and law enforcement agencies 

will have to act swiftly in developing laws that allow cars to drive them-

selves on the streets without human intervention. Current legal systems 
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have provision to deal with problems related to manufacturer defects. 

However, a framework for determining liability in a situation where an ac-

cident occur while the vehicle is handing full control over to the human 

driver of the semi-automated technology. In this situation there should be 

more clarity in the application of current civil and criminal law to shed a 

light on how to deal with the problem.  When AVs and CAVs become cer-

tified for safe operation by the government, the regulatory bodies and other 

agencies responsible are to check that new technologies are of low risk, 

should new insurance and litigation issues arise. Such as the persuasion of 

insurance companies that they will work properly in all driving environ-

ments. The reality is that even with near-perfect autonomous driving, there 

may be instances where accidents are inevitable. Amongst the potential 

implications of this, people who otherwise are not able/allowed to drive 

could “get behind the wheel” of AVs or CAVs, and cars could technically 

drive from one place to another with no occupants. If there is an accident 

involving an autonomous vehicle, who is liable for the consequences as the 

driver is still behind the wheel? because the driver is still behind the wheel 

and therefore ultimately liable for the safety of the vehicle. But even this 

point may be intensely debatable [38, 34, 33]. It appears that with possible 

low number of accidents in fully connected smart cities, the insurance 

market will be disrupted. In general, most industries will have to re-invent 

themselves, change their business models or disappear altogether.   

 

6.4 Social and Ethical Issues 

 

Autonomous cars raise several kinds of ethical issues  

 

(a) Is it possible to configure and program a CAV to react to every single 

imaginable situation on the road? For example, not obeying traffic light 

signals or speed limits when driving someone in an emergency to the hos-

pital (A&E) or dangerous driving in order to escape from a life-threatening 

circumstance. 

 

(b) Although it is certain that CAVs will bring substantial social and eco-

nomic benefits to cities around the world, several industries will be dis-
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rupted, and many people will lose their jobs and surely must change ca-

reer.  

(c) If an animal such as a deer jumps in front of the vehicle from nowhere, 

does the CAV hit the animal or run off the road? How do actions change 

if, instead of a deer, there is another car, or a pedestrian, a cyclist, a motor-

cyclist or even a heavy-duty truck? How does the algorithm developed in 

these vehicles react in those situations? With a split second for decision-

making, human drivers typically are not held at fault when responding to 

circumstances beyond their control, regardless of whether their decision 

was the best at the time. In contrast, CAVs have sensors, visual interpreta-

tion software, and carefully designed programmes that enable them to po-

tentially make more informed decisions. In a court of law, CAVs behav-

iour in some scenario may be questioned even if they are theoretically not 

“at fault”. Other ethical question may arise concerning the algorithm in 

these technologies. How do they make their decisions on who to protect 

most or kill in a binary situation, for example who should be protected be-

tween 5 adults and a kid crossing the road or between a disable person and 

an elderly pedestrian? Should the vehicle owners be allowed to adjust such 

settings? 

 

6.5. Cybersecurity, data security and privacy concerns 

 

The idea that a car will be connected to the internet and able to drive itself 

without any human input raises several cybersecurity, data security, priva-

cy, certification and licensing concerns as these vehicles may be subject to 

attack by criminals or terrorists and use for malicious purposes. These ve-

hicles are just like computers on the road, therefore hackers may be able to 

take over control of the car either to kidnap someone or a group of people 

remotely, purposely create an accident, terrorists may be able to guide the 

stolen vehicle into a crowded area to kill people or load cars with explo-

sives as a car bomb. Gang dealers may be able to deliver drugs or weapons 

including firearms to remote locations without being caught. It is clear that 

conventional cars are being used for some of the crimes listed above, but it 

is also obvious that with CAVs they will be achieved a lot more easily ( 

[30]. All countries face the same dilemma of how to fight cybercrime and 

how to effectively promote security to their citizens and organizations. 

Cybercrime, unlike traditional crime which is committed in one geograph-
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ic location, is committed online and it is often not clearly linked to any ge-

ographic location [39]. Large scale cyber security attacks by hostile na-

tions, disgruntled employees, terrorist organisations can be mounted on 

the whole city transportation system, disrupting traffic and creating colli-

sions and all kind of accidents. For example, a computer virus could be de-

signed to first infect virtually the entire UK CAV fleet as a dormant pro-

gram and later become active and create all kind of disaster on the road. 
Therefore, a coordinated global response to the problem of cybercrime is re-

quired. According to [40], vice president of software security firm Vín-

sula, current cyber-attacks are generally acts of espionage; most attack-

ers gain unauthorized access to systems to gather information about 

their opponents rather than actual sabotage. Disrupting the vehicle elec-

tronic systems and sensors will require a more complex form of attack 

than the one used for data gathering which is generally harder. Regard-

less, the threat is real, and a security breach could have lasting reper-

cussions [41]. Therefore, CAVs manufacturers, transportation policy 

makers and governments around the world should set security measures to 

handle these types of concerns. As CAV become mainstream and adopt-

ed around the world, privacy concerns will raise several questions: 

Who should own or control the vehicle’s data? What types of data will 

be stored? With whom will these data sets be shared? In what ways 

will such data be made available? And, for what ends will they be 

used? In UK, particularly in London, there are literally thousands of 

cameras watching us, some call London a “big brother state”. From the 

moment you leave your home to the moment you get to work or school, 

you have an average of 300 cameras recording your movements. Our 

smart phones are equipped with location services. The reality is that 

privacy is almost a myth and these concepts are more likely to be trans-

ferred to CAV application. Someone involved in a car crash may not 

want his vehicles data to be shared with third parties, particularly if the 

person is at fault. Law enforcement could also benefit from such data. 

Risks such as losing privacy and/or integrity in public cloud may pre-

vent many decision makers to authorise the implementation of digital 

services using cloud computing in a smart city [42]. In this situation, 

sharing traveler data may be balanced with privacy concerns.    

 

 

6.6 Infrastructure 
 

To get the full benefits of CAVs, new road and communication infrastruc-

ture will be required. Since CAVs are not yet completely deployed, it may 
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be difficult to guess every single road equipment that would be required. 

Although AVs generally require less bespoke road infrastructure, CAV 

must interact with their environment, communicating with other vehicles 

and road side base stations in a Car2X context, they will be partially de-

pendant on road infrastructures such as GPS mapping, road marking and 

strong telecom networks. The Transport Systems Catapult said that “infra-

structure that is being imagined, designed, and built now, needs to have 

capability for future compatibility and functionality built-in from the get 

go” [30]. This is certainly true because they are very expensive to maintain 

and upgrade. 

 

7. Conclusion and future research 
 

In this article, CAVs was explored as a potential solution to several issues 

faced by large cities around the world including excessive traffic jams, 

road accidents, CO2 emissions and public health deterioration. It is undeni-

able that transportation has a massive impact on social welfare, urban sus-

tainability. It can influence the growth of digital economies in large cities 

and CAVs offer potentially transformative benefits that can alleviate some 

of these concerns and lead the way to a greater level of sustainability. 

Transportation has immense implications for social welfare, economic de-

velopment, and environmental sustainability. Congestion, environmental 

degradation, social inequity, and public health issues are problems that 

sustainable transport policies urgently need to resolve. Some of the chal-

lenges mainly related to security, privacy, cyber security, ethical, legal and 

infrastructure have also been explored. Amidst the growth of ICTs and the 

sharing economy, the protection of personal data and the security of com-

munication networks are vital to ensure society capitalises on the gains 

from increased connectivity. This study serves to inform policy-makers, 

scholars, and various stakeholders in the automotive industry of privacy 

and cybersecurity challenges of CAVs for achieving smart and sustainable 

cities. There are several smart city projects all over the world. These pro-

jects must be multidimensional and integrate the different action fields of 

the city, interacting with human and social capital. Technological solutions 

must be understood as the tool to achieve the smart city goals and to tackle 

the challenges these cities will face. The main objectives of these Smart 

City projects must be to solve urban problems in an efficient way to im-

prove sustainability of the city and quality of life of its inhabitants. Fur-

thermore, governments around the world should have strategies to deal 

with privacy and cybersecurity concerns. Possible future research on Au-

tonomous vehicles and connected autonomous vehicles could be to devel-

op a model to measure people behavioural intention to use AVs and CAVs.  
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